ISSUE PAPER

ON ICT SECTOR LEGISLATION
IN BOSNIA AND HERZEGOVINA

May 2008



The World Bank Institute (WBI) and The World Bank Country Office in Bosnia and Herzegovina have

implemented the 0 Enhanci ng Il nformati on and (ICT»P mmuni c

Competi ti ve nreBossia Hereegoyine @itH)0 The objective of the project is to
strengthen the ability of the BH Association for Information Technology (BAIT), the only state
level ICT Business Membership Organization in BiH, to enhance the competitiveness of the
domestic ICT sector. The project aims especially to equip BAIT with the organizational
capacities and technical skills to foster market development and promote regulatory reforms. As
part of this project, BAIT received training on implementing advocacy strategies and developed
its first issue paper, prioritizing the issues BAIT would like to address in the near future.
Launching an advocacy strategy on ICT sector legislation (set of laws and regulations affecting
competitiveness of ICT industry) was identified as one of the key priorities.

Building on these efforts, WBI has decided to assist BAIT in the implementation of an advocacy
strategy on ICT sector legislation. The present issue paper will analyze the existing ICT
legislation/regulation in BiH and includes recommendations on changes to the ICT sector
legislation system in BiH, based on established global best practices.
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I. DEVELOPMENT OF THE ICT LAW C A PREREQUISITE FOR THE
DEVELOPMENT OF THE ICT SECTOR

The information and communication technologies (ICT) drive the social relations in new
dimensions. Nowadays people prefer communicating electronically instead of using the
traditional paper-based means established for centuries. Using credit cards, cable TV, browsing in
Internet, using mobile phones and making online payments 9 this is the everyday life of the
modern society. Dependence of the society on the information technologies made many
countries identify the development of the ICT as a high political priority and allocate substantial
part of their budgets in making favorable environment for the development of the ICT business.

The penetration of information and communication technologies contributes not only towards
usefulness, effectiveness and swiftness of the social relations, but also towards substantial
strengthening of the national economies. Two practical examples will demonstrate these
attestations.

The rapid spread of ICT in the everyday use of the citizen and the businesses increases the
demand of ICT products and services. By using ICT people easily find goods and services
without leaving the place they stay, while having the opportunity to compare prices or the quality
of different goods and services, to pay online their taxes, to request issuance certificates from the
government, or to simply communicate with each other. This definitely makes people looking for
opportunities to use more and more ICT products and services. On the other hand, the business
agents are also very much interested in developing ICT solutions and services. The merchant, for
example, would prefer having its online shop and sell its goods and services all over the world
without investing money for office facilities, equipment, personnel, monthly rents, keeping large
quantities of goods on stock, etc. The constantly increasing demand for ICT goods and services
leads to respective increase of the national GDP due to more ICT products produced. Therefore
the favorable national policy of spreading the information and communication technologies has a
direct effect of increasing the volume of the products generated by the national economy.

Another example shows that encouraging the usage of ICT leads to other interesting time-saving
effect, which importance for the country, is sometimes, seriously neglected. A very interested
ICT impact study was conducted by the Center for Law of the Information and Communication
Technologies & a non-governmental organization in one of the East-European countries 0
Bulgaria. The researchers have taken as a case study one state authority, which serves citizen in
registering real-estate transactions o the Bulgarian Registry Agency. It was calculated that as far as
at least 500 people daily are served by this agency, the implementation of one e-government
service only would save to the society at least 1500 hours a day, since every citizen spends at least
one hour to appear on spot before the agency officers, one hour to be serviced and pay relevant
fees, and one hour to go back home. For a year this would result in almost 400000 hours. If
calculated for 1000 state agencies, the figures will be far more striking. Hundreds of millions of
man-hours would be saved and the time would be invested in production of new goods and
services. The result would be growth of the national economy.
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In a modern country where the rule of law is predominant, the presence of adequate laws
regulating the relations of the subjects when using information and communication technologies
IS a must.

In the first place, the ICT law creates clear rules for people who enter into relationships while
using information and communication technologies. Trust that the relationships will be
recognized by law is one of the driving factors motivating people to use technologies. People feel
comfortable knowing that someone will be liable if something goes wrong in the cyber-world.
Presence of rules guaranteeing protection of their rights and legitimate interests in court
proceedings brings prima facie trust to the usage of ICT. Therefore the penetration of information
technologies is fully dependent on the presence of adequate legal regulation of the relations that
have appeared, developed and came to an end in electronic environment. This means that the
enforcement of a good legal base in area of ICT leads to direct effect of increasing the demand of
ICT products and services & thus to development of the ICT sector.

In the second place, the development of the ICT legislation in direction of de-regulation and
liberalization leads to another effect & more and more companies have an opportunity to invest
on the ICT market and offer competitive ICT solutions and services. The intensive competition
always drive the development of any given sector, in this case particularly d the ICT sector.

ICT law is a broad term. It encompasses all aspects of the relationships in the society where
information and communication technologies are involved. Such are the laws regulating the
validity of contracts concluded in electronic form, conditions for usage of e-government services,
the validity and usage of electronic signatures, etc. The ICT law covers further all laws regulating
relationships whereby people enter and subject is the very technologies. Such would be the cases
of legal regulation of contracts for communication services, provision of information society
services, committing cybercrimes, etc.

This issue paper does not analyze all aspects of the ICT law in Bosnia and Herzegovina (BiH). It
rather focuses on those aspects of the ICT legal framework which affect directly the
development of the ICT sector in the country by creating favorable environment for the ICT
business:

x  E-Commerce legal framework, including regulation of e-signatures and e-documents, e-
payments, C u st o minect rmarkefing, stimdatest the g@rovisioa nfd e
information society services as content services, online shops and auctions for selling of
goods, hosting services, direct marketing services raises the trust in using electronic
distance means for commercial communication and concluding contracts;

x E-Communications legal framework influences both the development of the
communication technology industry and the provision of electronic communication
services and networks;

x E-Government legislation affects the development of the public sector and raises the
quality of the administrative service for the business. On the other hand the development
of the e-Government significantly influences:
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o the growth of the information and communication technologies marker, since all
government institutions need modern and appropriate technological equipment in
order to provide e-Government services,

0 the provision of certification services and PKI solutions, since the providers of e-
government services and the users of these kind of services are actually the
biggest consumers of certification services and PKI solutions;

o software industry with respect to the development and adaptation of the
information systems of the respective state bodies, being e-government service
providers; and

o the provision of e-payment services with regard to payment of the respective
states fees related to provision of e-government services.

Data protection legislation affects almost all business activities in the ICT sector, which
are related to automated personal data processing. This area of the ICT legal framework
is essential for the provision of information society services, electronic communication
services, for information services and for provision of access to directories, as well as for
the progress of the e-direct marketing sector.

Re-use of public sector information regulation is crucial for the development and
prosperity of the information industry as a whole, for the provision of new information
value-added services and for the effective use of the economic potential of the
information, which is collected, created and stored in the public sector.

Criminal legislation, and specifically legal provision concerning crimes against intellectual
property rights over computer programs, databases and other objects and against
information security of the information systems, including crimes related to unauthorized
access to information resources, is of key importance for the ICT business and for the
protection of the rights and legal interest of the main stakeholders. The lack of
appropriate protection of the most valuable elements of the ICT business (products and
means for performing the respective business activities) may de-motivate investors in this
sector and may impede its development.

Copyrights legislation and in particular the legislation concerning the protection of the
copyrights over computer programs, databases, computer graphics and other products of
the ICT business activities is fundamental for the development and progress of the
software and information industry and the provision of information society services.

Legislation regarding the state institutions, responsible for the implementation of the
government policy in ICT sector is key factor for guaranteeing that all valuable
governmental projects in this area will be effectively realized and that their objectives will
be achieved. The establishment of an authority, which is actively involved in, aware of the
specifics and responsible for the development of the ICT sector will benefit the all sub-
sectors in ICT.

Beyond the scope of this paper will remain the analysis of ICT laws regulating the protection of
consumers in electronic world, the protection of copyrights over music and video products,
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regulation of typical crimes committed by electronic means and other legal regulations that do
not have a direct impact on the development of the ICT sector.

This paper shall not be considered further as a detailed analysis of the ICT legislation presently in
force in BiH. It will give a picture at a glance on the current state of art of the ICT laws in the
country and wills stress on those problematic issues that could erect barriers towards the
development of the ICT sector.

This present document will finally not reiterate the existing strategic and status documents on the
development of the ICT sector in BiH. Based on the global best practices it will propose some
simple and practical recommendations for the future developments and improvement of the
legislation in the area of ICT in view of creating a favorable legal environment for the
development of the ICT sector and improving its competitiveness of BiH on the international
ICT markets.

The report is addressed to the ICT business in Bosnia and Herzegovina, and particularly to BAIT
0 being the biggest branch organization of the ICT business in the country. The findings and the
conclusions express herein could serve as a good base for launching an advocacy strategy on ICT
sector legislation development.
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Il. E-COMMUNICATIONS LEGISLATION

1. Background

Bringing the e-communication legislation of BiH in line with the best legislative practices
throughout Europe is an important step towards a developed, modern and competitive e-
communications market. Due to the rapid progress of technologies, the public regulation of the
sector often turns out to be inefficient and outworn and thus creates problems and hinders the
growth of the e-communications industry. The experience of other countries has already revealed
that the best legislative practice with regard to development of the sector is the one that achieves
a balance between the necessity of regulation and the needs of the business, whilst taking an
utmostaccount of t threughunsrietditgerdizatiom rhinémune state istervention
and promotion of competition. This can be achieved only by establishing clear rules that
explicitly envisage the rights and obligations of all the participants in the e-communications
market.

2. Good Practices

When speaking about good practices in the area of e-communications, the current EU legal

framework, i.e. acquis@002 should be noted, though amendments thereof are currently being

discussed. This is because all member states have implemented almost completely the said

framework and no substantial differences exist so that the approach in one of the countries could

be distinguished as better then the approach of the others. The acguis®6 2 002 f r amewor k

on the general principles of acguis® 1 9 98 b u't some of the | egi sl a
practice have been surmounted. On the other hand, the new EU framework is a result of the

continuous need for legislative amendments due to the fast development of the technologies and

the e-communications industry. Thus, the framework is based on the idea of substantial

liberalization of the sector by means of complete abolishment of the licensing regime and by
introduction of the so called oO0gener al aut h
competition and the more flexible mechanisms for market regulation.

The application of the general authorization regime ensures that the provision of e-
communications is not subject to license and that the undertakings may be required only to
submit a notification. The latter, however, may not be required to obtain an explicit decision or
any other administrative act by the national regulatory authority before exercising the rights
stemming from the authorization. This regime may not apply only in cases where individual
rights of use of radio frequencies and numbers must be granted. Thus, even the allocation of
radio frequencies shall, where possible, in particular where the risk of harmful interference is
negligible, not be subject to the grant of individual rights of use. On the contrary - the conditions
for usage of such radio frequencies should be included in the general authorization.

Another important principle of the EU e-communications framework is the convergence of
telecommunications, media and information technology sectors, meaning that all transmission
networks and services should be covered by a single regulatory framework. However, the
regulation of transmission should be separated from that of content.
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The separation of regulatory and operational functions is also considered of high importance.
This is the reason the member states are required to guarantee the independence of the
respective national authority, competent in the field of e-communications, by ensuring that it is
legally distinct from and functionally independent of all organisations providing e-
communications networks, equipment or services.

The EU legislation gives a high priority also to the interests of all the participants in the field of
the e-communications. Thus the national regulatory authorities are obliged to consult all
interested parties on proposed decisions and to take account of their comments before adopting
a final decision. It is further required that any party who is subject of a decision by a national
regulatory authority should have the right to appeal to a body that is independent of the parties
involved.

The EU law specifies also the objectives of the regulation in the e-communications sector,
namely promotion of competition, development of the internal market and promotion of the
interests of the EU citizens. Furthermore & the basic ways for their achievement are explicitly
determined. For example, it is provided that the promotion of competition should be achieved
inter alia Dy ensuring that users, including disabled users, derive maximum benefit in terms of
choice, price, and quality, that there is no distortion or restriction of competition in the e-
communications sector, by encouraging efficient investment in infrastructure, and promoting
innovation, as well as by encouraging efficient use and ensuring the effective management of
radio frequencies and numbering resources.

The adoption of e-communication legislation, which corresponds to the current EU legal
framework, may facilitate the international e-communications between BiH and the rest of
Europe and would further facilitate the BiH integration into the EU. Therefore, it is considered
as a good reference point and target for transposition in BiH.

At the present moment all EU Member-States have transposed the EU e-communications legal
framework (acguis 2002), including the new members & Bulgaria and Romania. The adoption of
legislation that fully implements the requirements of the EU legal framework 2002 is very
difficult and long-lasting process and usually goes along with broad public discussions. However,
the implementation of the newly adopted national e-communications legislation meets different
kinds of obstacles in each EU Member-State and different kinds of problems have been
identified by the European Commission in its implementation reports. Furthermore, numerous
infringement procedures for non-conformance with the EU legal framework 2002 have been
initiated regarding the national legislation of many Member-States.

For example, the law-making process with respect to the transposition of the current EU e-
communication legislation in Bulgaria took more than 3 years. The draft of the Bulgarian e-
Communications Act has been comprehensively revised several times before its submission to
the Bulgarian National Assembly and its adoption. The current Bulgarian e-Communications Act
generally transposes all legislative acts of acguis 2002. However, part of the specific provisions
and requirements of the European regulatory framework is transposed by adoption of several
secondary legislative acts and the law-making process regarding this regulation of e-
communications sector continues even now.
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Although certain problems might be identified in the e-communications national legislation of
Bulgaria and Romania, their e-communications acts should be noted as good practices with
respect to the implementation of acgxis 2002. Since the implementation of the EU requirements
In e-communications was part of their pre-accession commitments, both countries have made
significant efforts for adopting adequate legislation. Furthermore, their newly adopted legislation
in this area have been drafted and adapted to their developing and not so well liberalized e-
communications markets in comparison with the most developed EU countries. However, when
adopting certain approach for implementation of the EU legal framework 2002 the
implementation reports of the European Commission and the current infringement procedures
for the respective Member-State should be also taken into account as an indicator of eventual
problems and inappropriate interpretation of acguis 2002.

Furthermore, the implementation reports of the European Commission show that not only the
adoption of adequate legislation but also the existence of strong and independent national
regulatory body in e-Communication sector is crucial for its development and for the successful
implementation of legal provisions.

3. General Overview

The Law on Communications of BiH (LC) presently in force witnesses a plausible effort of the
Government to implement the main European legislative attainments and best practices based
essentially on the principles of acguis® 1 9 9 8 . I n the country success
body with clearly identified functions on implementation of the state policy in the area of the
communications 0 the Ministry of Transport and Communications. Under the law it was also
established and successfully operates an independent Communications Regulatory Agency of
Bosnia and Herzegovina (CRABH). As a very positive achievement of the LC should be
emphasized the fact that CRABH is functionally independent and a non-profit making institution
that carries out its duties in accordance with the principles of objectivity, transparency Therefore
in all preconditions for fairly good regulation and environment for conducting ICT business are
present.

However, it should be paid attention to the fact, that the achievements of the old European
framework were not completely transposed moreover the legislative technique sometimes brings
about questions on the way it could be applied in practice. The reason for this general conclusion
Is based on the observation, that the law holds primary rules revealing principles, on which the
concept for the e-communications is based. Scarce practical implementation of these principles
as specific rules, however, could be found, at least on a primary legislation level. For example the
principles for market liberalization and promotion of competition have been clearly defined in
the act but their actual achievement has not been sufficiently ensured through legislative
mechanisms. With this regard the provisions of the LC sound somehow general, instead of
specifically stating the respective rules and the relevant rights and obligations.

4. Specific Notes

On the first place it should be mentioned that several provisions of the act refer to the European
legislation and practices, as well as to recommendations of international institutions, both with
regard to the used terms and to specific material issues (Art. 2, Para. 1 of the LC; Art 17, Para. 1
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of the LC; Art. 34, Para. 3 of the LC; Art. 35, Para 1 of the LC; Art. 46, Para. 1 of the LC). This
legislative approach reveals substantial weak points due to various reasons, particularly in view of
references to EU directives. The directives as legislative acts create rights and obligations for the
member states and are not directly binding to the individuals and the legal entities. Further, they
provide only the framework within which the member states may adapt the legislation to meet
the particularities of the local relationships. The competent national authorities should always
adopt specific national laws in order to regulate the respective legal area within the framework
suggested, but always by taking an account to the national peculiarities. In order to ensure the
normal development of any industry or other area, an adoption of laws that clearly regulate the
relations in this area is the first step to take. That is why the major principle of the legislation
technique is the clarity of the rights and obligations of the addressees. This can be achieved by
complying with the following rules:

x  Where possible, the regulation of a certain legal area should be contained in a single act
with a minimum number of secondary legislation issued on its grounds. Otherwise it is
highly probable occurrence of contradictions between the different acts, especially when
adopted by different authorities. This could lead to uncertainty in the relations, to
di fferent practices applied in similar <ca

x  Definitions of all specific terms used in an act should be contained in the very act to
ensure its proper understanding and applying;

x  The referral to other acts, even to acts in the national legislation, should be avoided in
order to avoid confusions. This reference technique may be used in exceptional cases so
that integrity of regulation of similar cases is achieved and unnecessary repeat avoided.

Another weak point of the LC could be identified in its omission to regulate certain issues which
are considered of high importance for the development of the ICT sector, like communication
security, confidentiality, protection of personal data and privacy in the e-communications. The

protection of userods interédBuwsiimdtoseamad oned
Tariffso but the issue should be exhaustivel
and communications confidentiality, as wel |l
growth of the e-communications sector. Theuser s @ t r u st I ncommiangcatigosr o v i d e

services will increase as a whole, which will affect the demand for ICT goods and services. Such a
regulation will also contribute towards the promotion of intense competition in the sector and
would serve as a stimulus for appearance of new entrants on the market. Instead of choosing the
well-known incumbent operators for the provision of e-communications, users will be more
willing to refer to other providers of the same services if their rights and interests are legally
secured.

In the LC it is further provided that it covers the regulation of communications, understood as
telecommunications, radio, broadcasting and associated services and facilities (Art. 1, Para. 2 of
the LC). However, the provisions with regard to broadcasting are scarce and related only to the
regulatory principles of the latter (Art. 4, Para. 1 of LC). The regulation of content is insufficient
and thus allows for appearance of wrong practices in the process of development of business
activity in the area. With the adoption of specific rules regulating the provision of content, this
risk will be avoided and thus the sector growth stimulated. With regard to broadcast advertising
the law is limiting its regulative scope by providing that it should be consistent with the best
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European practices (Art. 4, Para. 1, e of the LC). However, no secondary legislation act is
envisaged to specifically regulate the matter. Thus an uncertainty in the regulation mechanisms
related to advertising is introduced which impedes the development of provision of content
industry.

This legislation imperfection may be surmounted by the adoption of at least rules of general
nature. In Bulgaria, for example, the Radio and Television Act, which is brought in compliance
with the Television without Frontiers Directive and the European Convention of Trans-border
Television, provides for specific advertising rules, both with respect to the type of advertising and
its content.

Another important issue that currently determines the face of the ICT communications sector in
BiN is the presence of licensing regime both in respect to the provision of e-communication
networks and e-communication services, as well as to the performance of broadcasting activity
(Art. 4, Para. 1, d; Art. 5, Para. 1; Art. 7, Para. 1 and 2 of the LC). In many countries where the
telecommunications industry is at a higher level of development, licenses for many such activities
do not exist nowadays (acguis 2002 of the EU legislation). In such countries the authorization
system is used to allow the provision of e-communications networks and services in order to
stimulate the development of new services, as well as the provision of international
communications networks and services, thus allowing both providers and users to benefit from

the sectords growt h. These aims can be

aut hori zat i oncommeigaiions enedworls find sarvicks witout requiring any
explicit decision or administrative act by the national regulatory authority and by limiting any
procedural requirements to notification only. This regime for the provision e-communication
complies with the trend for market liberalization by allowing the undertaking to freely penetrate
in a business area where historical operators are holding a very strong position and thus to
encourage the development of a competitive market. It may also enable providers to negotiate
between themselves on commercial bases, i.e. in terms of interconnection. In the same time the
use of radio frequencies and numbers, including short codes, from the national numbering plan,
should be kept subject to specific rights granting, as these are scarce resources and should be
allocated in the best possible way. Thus where the demand for radio frequencies in a specific
range exceeds their availability, appropriate and transparent procedures should be followed for
the assignment of such frequencies in order to avoid any discrimination and optimize use of
those scarce resources. This practice is widely followed by all member states while it is based on
acquis 2002.

5. Recommendations

With regard of the above findings, it is recommendable implementation of the acguis0  2HEUO 2

framework on e-communications in BiH. As pointed in item 2 herein above, this approach may
facilitate the international e-communications between BiH and the rest of Europe and would
facilitate the BiH integration into the EU. On the other hand, the introduction of the general
authorization regime will highly stimulate the entering of new providers on the relevant e-
communications market. It will be also a step towards implementation of future e-
communications EU frameworks. Considering the significant differences between the old and
the new EU framework, as well as the wrong legislative practices used in the LC presently in
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force in BiH, the best way for the effecting the necessary change in the relevant legislation, is the
adoption of a new Electronic Communications Law.

In the process of drafting of such new law, the pointed in item 4 above legislative practices
should be followed. Thus the new e-communications framework will establish certainty in the
relations regarding the e-communication industry which will encourage the investments in the
sector and will finally lead to its growth.
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lll. E-GOVERNMENT LEGISLATION

1. Background

Building efficient e-Governance in BiH is an important part of the process of modernization of
the public administration and making it ready to work in the conditions of integration of the
country to the EU. The Policy for the Development of the Information Society in BiH envisages
that the promotion of e-government will enable all citizens, organizations and institutions a
simple and low cost access to governmental services, acts and documents, rendering of cheap and
quality administration services through integrated network, as well as a better efficiency of civil
service. An active government policy for the development of e-government, on the other hand,
will have also a serious impact on the development of the ICT business. The government itself
becomes a huge customer to supply equipment, to constantly upgrade the used software,
hardware and networks, to implement new technologies, to develop and explore communication
infrastructures, to use telecommunication and high-tech services, etc.

2. Good Practices

The practice shows that in countries having long lasting tradition in smooth implementation of e-
government services and serious funding capacities allocated to e-government project, tendencies
of natural transition exist (Denmark, UK, Germany, Finland, and others). In these cases the
internal resistance to e-government implementation and re-engineering of the business processes
in the administration is relatively small; therefore the legal rules enforced are mostly directed to
promote legal certainty and protection of the rights of the actors who communicate
electronically. In countries having scarce funding sources and not many years of effective modern
administrative reform, the most efficient approach apart of the measures listed hereinabove, is to
enforce laws setting compulsory measures for the state administration to provide e-government
services to citizen and to businesses, and obligation to communicate electronically (i.e. Bulgaria,
Malta, Cyprus, and others).

When speaking about good practices in e-Government regulation, however, except for some
countries where particular laws regulating e-government are enforced (Austria, Bulgaria,
Norway), good practices could be hardly found. Considering the level of provision of e-
government services in BiH, the general concept and base of the legal framework, and the
milestones of the Action plan, based on the Policy for the Development of the Information
Society in BiH, Bulgarian approach seems applicable and a very good reference model. This is
because Bulgarian laws in area of e-government were recently adopted as a result of long-lasting
research of good practices, approaches and tendencies throughout Europe and worldwide. The
enforced laws are consistent, comprehensive and modern. Therefore most of the
recommendations made herein below are based on the Bulgarian model taking into consideration
the Policy and the Action plan of BiH.

3. General Overview

The available information on the Policy implementation and the Action Plan shows that most of
the envisaged projects and tasks have not been implemented. Most of all the lack of exactly
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specified deadlines and public authorities responsible for coordinated implementation of e-
government policy with sufficient administrative capacity probably has resulted in inability to
conduct efficiently consistent government policy in this field. The good practices throughout
Europe show that decentralized approach does not result in successful and efficient e-
government. The modern concept of e-government is based on centralized, unified
administratively imposed model of e-governance, built on the principles of interoperability and
common policies for data and documents exchange. The analysis of the legislation presently in
force also reveals that no government body is assigned with the implementation of the
government policy in the field of e-government. However, even presence of such a body and
allocation of respective budgets thereto is still not sufficient for the successful implementation of
e-government policy.

Creating a good functioning e-governance, capable of meeting the needs and the requirements
for an efficient administration, exercising its activity in the environment of an information
society, involves taking measures in five main areas: organizational, technological, legal,
educational and financial.

The lack of adequate legal framework may hinder the efficient implementation of the state policy
for e-Governance. Its absence will jeopardize the interests of the citizen and business in
exercising their rights, on one hand, and of the administration, when exercising its authorities, on
the other. Development of strong framework will prove to be a guarantee for consistent, relevant
and effective reform for implementation of e-government.

The legislative measures should cover all actions, which have to provide the legal conformity of
the other groups of measures, including the formulation of a comprehensive and detailed legal
framework on the level of primary legislation, secondary legislation, intra-departmental
regulations, establishing binding force of different policies for the delivery of administrative e-
services to citizens, establishing binding force of specific European and international standards,
conforming employment contracts, job descriptions, etc., for the needs of e-government
implementation.

The implementation of such legal measures by the adoption of adequate legislative acts regulating
technological events is ungquestionably the most significant challenge for the state administration.
Besides the adaptation of the already established national regulations for work with paper
documents to the digital world, each administration should adopt its own rules for working with
e-documents, the submission of such e-documents, verification for authorship and integrity,
recording description, assignment of tasks related to e-documents, the movement of such e-
documents within the administration and control on the implementation of tasks, sending e-
documents to other administrations and persons, storage and archiving. These are new realities,
which should be met and respectively regulated.

4, Specific Notes

The review of the current BiH legislation reveals that no adequate legislative framework for the
functioning of the state administration in the new e-document work environment exist, but
rather presence of certain sporadic rules in various primary and secondary legislative acts, which,
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in their essence, do not create a comprehensive and harmonious legislative regulation for the e-
Government. This disharmony is predetermined by several main factors:

x absence of regulation for the national policies for security in the public sector, including
instructions for authentication and authorization of e-statements (e-communications);

x absence of regulation for the management of data and metadata in the administration
(regarding the full life cycle of e-documents);

x absence of regulation for the policies of providing administrative e-services to citizens
and businesses (modes of the service provision, modes of applying for the service,
communication with specific user groups, connection with services from the private
sector, responsibilities, sanctions, outsourcing, etc.);

x absence of guidelines for organizing the information interface of the administration (rules
for accessibility, usability 6 based on European recommendations and international
standards, instructions for design and management of the web-sites of administrative
units);

x absence of documents regulating the electronic exchange of documents in the different
departments (instructions for electronic document exchange, rules for intra-register
exchange, etc.);

x absence of rules regarding the establishment of national interoperability framework
(instructions for the registers, guidelines for the e-government architecture,
methodologies for evaluation of the systems implemented in the administration etc.).

Reaching adequate legal base could be based on different approaches. As already discussed,
Bulgarian approach will be taken as an example since the law in Bulgaria were enforced only
during the past months and they are created as a result of thorough analysis of the good practices
worldwide. Furthermore the legal framework in BiH is similar to the one in Bulgaria, therefore
the model could be easily transposed, taking into consideration the local particularities and
tendencies in BiH.

5. Recommendations

The current state of development of the administrative reform in BiH shows that the adoption of
legislative acts of highest rank would be an approach more efficient to overcome the internal
resistance in the administration and to shorten the term of the administrative reform. Such a
measure could be the adoption of a special Electronic Governance Act (EGA) and certain acts of
secondary implementing legislation.

The main purpose and aim of such an act should be regulating the conditions and the order for:

x the compulsory character of the provision of electronic services by state bodies and
organizations providing public services to citizens and business;

% the compulsory character of observing the principle o once the data have been submitted
by a citizen, they shall be used repeatedly by all concerned authorities ex officio,
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x the compulsory character of observing standards in creating, storage, processing and
exchange of information among various state bodies and organizations;

x conditions for access by electronic way to the information stored in the information
systems of the state authorities and the organizations providing public services.

Such an act should create the necessary basis and prerequisite for the required cohesion between
the central administration and the other non-subordinate administrations, in order to achieve an
interoperable exchange of electronic documents and provision of administrative services to the
citizens in electronic way.

The scope of the act should be limited to three groups of relationships:

1. relations for the provision of administrative services to the citizens in electronic way;

2. relations with respect to the internal exchange of information and documents,
simultaneous flow of paper and electronic documents, assignment of tasks thereof,
storage and archiving of electronic documents, etc. and

3. relations with respect to the automated exchange of electronic documents between the
administrative bodies.

For the purpose of providing high quality services to citizens, it is highly advisable extension of
the scope of the addresses so that the act covers also the persons exercising public functions and
to the organizations providing public services.

To achieve radical reform the e-government regulation should establish three main principles:

X Principle of the single data collection and creation. 1t refers to the prohibition for the
administrative bodies, the persons with public functions and the organizations proving
public services to require from persons the submission or the evidencing of already
collected or created data, respectively the submission of documents, which have been
already collected or created by another administrative body. The principle of the single
data collection and creation generates the obligation of collecting and creating such data,
and documents, respectively, ex officio from the person who by virtue of a law collects or
creates for the first time, alters or deletes such data.

X Principle of official notification. It refers to the obligation of the administrative body, which

has first created/ collected data about a
send them ex officio to other administrative bodies, which, pursuant to a law, also keep
such data.

X Principle of automated transfer. 1t refers to the introducing obligation to the administrations
to transfer data between each other in electronic way.

The act should further oblige all administrative bodies, the persons exercising public functions
and the organizations providing public services to provide all services within their competence
also in electronic way. In this respect several relationships should be encompassed by the law,
like obligations for the edgovernment service providers to provide information, to provide access
to the issued acts, to guide the users in consuming the services, give advice on fees etc. A
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question of utmost importance to be addressed should be the way the e-government services
users will be identified.

Implementation of e-government is impossible without clear rules and criteria for information
security or established requirements for special standards for interoperability. However, the
recommended approach should be to determine those by ordinances or other acts of secondary
legislation due the dynamics of the sector and appearance of new standards quite often.

In order to improve the quality of services to citizens and organizations, establishment of a e-
government portal to integrate the provided services by different administrative bodies should be
envisaged.

Setting limits for the electronic administrative service providers to collect, process and transfer
personal data to the extent they are necessary for the provision of the respective electronic
services is also a must.

Determining interfaces ensuring the means to make the electronic statements and to create the
electronic documents in an easy and understandable manner for users, including for persons with
handicaps should be also introduced by virtue of law. However, since the technologies develop
quickly, setting out specific interfaces would depend on the readiness of the administrations to
maintain such. Therefore the specification of the usable interfaces should be regulated on a by-
laws level.

Clear rules on identification of the users for the purposes of provision of e-government services
should be also introduced. A very important question should be resolved on regulating unique
identifiers for all individuals and entities requesting e-government services. Furthermore the
integrity and the authorship of electronically submitted statements relevant to electronic
administrative services should be also regulated & the requirements thereof should envisage usage
of electronic signature, created in accordance with the Law on E-signature. Thus would be laid
down requirements for the electronic signature certificates if specific requirements are about to
be introduced.

A key step of future act regarding the administrative service reform would be introducing a
requirement that all applications of citizens, court acts and acts issued by administrative and other
bodies, when submitted on paper, shall be transformed into digital form, for example, by
employing scanning techniques. This will make possible the exchange of such documents
between the administrative bodies in electronic form only.

The whole process of the internal life cycle of documents - receipt, assigning tasks, supervising,
creating, signing, sending, storage, etc., of electronic documents and the simultaneous work with
paper based documents should be also subject to regulation. This process will affect all business
processes in the administrations. These rules should replace the current regulation for the life
cycle of paper documents. The above rules could be enforced by a secondary legislative act.

For the implementation of the main principles of the e-governance reform, a very important
regulation should take place in the future act d introducing an obligation for all administrative
bodies, the persons, exercising public functions and the organizations providing public services
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to provide internal electronic administrative services to each other in exercising their
competences and for the purposes of providing electronic administrative services to citizens and
organizations. This exchange for most of the services could be performed in fully automated
interoperable regime. One possible way to achieve this could be seen in elaboration of an
integrated environment for electronic documents exchange. The good practices show that the
key for such a possibility rests in the usage formalized XML queries and by keeping formalized
XML description of all information objects that are subject to processing by the administration
pursuant to the administrative laws. The said approach leads to full interoperability by keeping all
local information systems of the administrative bodies. It will further allow for full integration of
the national information systems with the information systems of the EU member states, in
order to create a possibility for provision of cross-border electronic administrative services.

To guarantee the interests of all participants in the e-government environment, the administrative
bodies should guarantee and keep given level of information security of the information systems
they use. Therefore all security requirements, standards and measures for reaching security
should be defined by law & preferably by a special act of secondary legislation & an ordinance.
Therefore it is highly advisable that the administrative bodies shall be obliged to use systems,
which have been certified by persons particularly accredited for the purpose.

Last but not least, all information systems of the administrative bodies shall support functions
and interfaces of automated submission and respectively processing of standardized applications
by electronic way.

To achieve success in implementation of e-government reform, there should be assigned a
special government body to perform overall control over all administrative bodies on fulfillment
of the requirements set forth by the law. This question is analyzed in Section VIII, supra.
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IV. INFORMATION LEGISLATION

1. Personal Data Protection Legislation
1.1. Background

Adopting adequate personal data protection legislation is among the essential steps for the
development of a modern and competitive ICT sector. The development of ICT business, the
provision of new information services and the intensity of the international business relationships
lead to a substantive increase of cross-border flow of personal data. The ICT developments make
the processing and exchange of personal data considerably easier and personal data is now
processed in numerous spheres of economic and social life. At the same time, the processing of

per sonal data directly affects the indi
the right to privacy. With this regard, the most important issue regarding the adequacy of the
per sonal data protection | egislation i

rights and freedoms and the free processing and flow of data, and especially cross-border flow of
data.

Since the main purpose of the data protection legislation is to secure to every individual right to
privacy with regard to automatic processing of his personal data, the different levels of
protection in the various countries may prevent the cross-border transfer of personal data. This
effect disturbs the competition and erects barriers to the pursuit of a number of economic
activities, especially with respect to the ICT sector where cross-border flow of information takes
part of the everyday business.

Another important issue regarding the regulation of the data protection is the trust of the
individuals. The provision of information society services and e-communication services is
usually related to intensive automatic processing and cross-border transfer of personal data.
Thus, the lack of security and adequate level of protection of the personal data makes the
individuals & users of such services, suspicious and may decrease the use of such kind of services
therefore could affect negatively the ICT market.

1.2. Good Practices

When speaking about personal data protection and privacy in ICT, the current EU legal
framework should be noted as far as it is a result of a compromise reached by different countries
throughout Europe, thus could be considered as relatively balanced and good reference point and
base for the development of the BiH legislation.

The main EU regulation covers not only the general regime of automatic processing of personal
data but also special rules concerning data processing regarding the provision of e-
communication services, data retention for the purposes of investigation, detection and
prosecution of serious crime and processing of personal data for the purposes of direct
marketing. Essential part of the EU legislation on data protection is directed to the free
movement of personal data from one member state to another as well as to the safeguarding an
adequate level of protection in cases of data transfers to third countries. Furthermore, the general
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regime of the data protection is successfully implemented in all member states and with greater
level of similarity is implemented in other countries throughout Europe like Switzerland,
Norway, Lichtenstein, et al.

However, not only the comprehensiveness of the EU data protection legal framework and
existent good practices in many EU Member States are seen as argument for the adoption of the
European privacy and data protection approach. The EU legal framework establishes serious
restriction in relation to the transfer of personal data from EU Member States to third countries
like BiH, which may negatively affect the ICT business sector in such countries where the level of
protection is not adequate according to the EU standards. With this respect, all efforts for
implementation of the EU data protection standards and practices in BiH should be encouraged.

The adoption of data protection legislation, which corresponds to the current EU legal
framework and ensure an adequate level of protection may facilitate the transmission of data
between ICT business entities in BiH and such entities in EU Member States and would facilitate
the BiH integration into the EU. According to Article 25, Para 6 of Directive 95/46/EC of the
European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data (Directive
95/46/EC) the Commission may find that a third country ensures an adequate level of
protection, by reason of its domestic law for the protection of the private lives and basic
freedoms and rights of individuals. Such finding will allow free transfer of personal data for EU
Member-state to B&H without all the restrictions applicable to the other third countries and will
save significant resources and efforts of the B&H ICT enterprises with respect to the
performance of their cross-border business activities.

As appropriate practices for the transposition of the EU requirements in the field of data
protection may be noted the legislations of Czech Republic and Belgium. However, it has to be
mentioned that the provisions of the European directives in this field are quite particular and
imperative. Therefore, the regulation of data protection and privacy in all EU countries is very
similar.

An additional stimulus for the development of the e-direct marketing services could be the
establishment of opt-out regime. Implementation of such a regime shall not infringe the
imperative rule of the EU data protection framework to guarantee adequate level of data
protection under the EU standards.

1.3. General Overview

The personal data protection in BiH is regulated by the Law on the Protection of Personal Data
(LPPD), adopted in 2001. In addition, special provisions regarding the rights of the natural
persons to amend and comment regarding their personal information kept by the public
authorities are laid down in Freedom of Access to Information Act for the Federation of Bosnia
and Herzegovina, adopted in 2001. Other relevant legislative acts regulating privacy and personal
data protection were found to be the Law on Central Registry and Data Exchange, the Law on
the Personal Identification Number and the Law on Identity Cards of Citizens of Bosnia and
Herzegovina.
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LPPD sets rules on the collection and use of personal information and is based on the EU
Directive 95/46/EC. The structure of the law, the main principles, most of the definitions, as
well as the idea of establishment of a supervisory authority & Data Protection Commission
comply with the Directive. However, notwithstanding the effort for implementation of the
European requirement for data protection, the legally guaranteed level of protection in B&H still
needs improvement. In this respect various omissions and improper rules were identified which
could affect the development of the ICT sector.

1.4. Specific Notes. Recommendations

In contrast to the EU Directive and Convention 108 general concepts, not only the automatic
processing and processing with respect to paper-registers keeping, but all kinds of processing of
personal data are subject to LPPD. This unnecessary broadening the intensity and the scope of
protection of personal data affects the structure of LPPD and reflects in introduction of extrinsic
provisions related to criminal proceedings (Art. 19). Thus it introduces too heavy burden for the
companies employing ICT to process personal data, particularly companies from the ICT sector
(telecommunication companies, e-commerce companies, information-society service providers,
etc.). Furthermore, the regulation of processing of personal data by public authorities is
fragmented and is subject to regulation not only by LPPD but also by the Freedom of Access to
Information Act. The general right to free access to public information is somehow perplexed
with the right of an individual to access to his personal data. Thus, a duel and confusing regime
of data processing by public authorities is established.

Another general and conceptual disadvantage of the law is the employment as a law-drafting
instrument a direct reference to European Community law regarding the used terms (Art. 3 of
LPPD). As discussed, such a legislative approach does not seem appropriate, since it refers to a
legislation, which is not binding per se to the market agents, nor binging to BiH as a country.
Moreover, it creates floating and unstable legislative base for the regulation of the national
relationships, thus in insecurity for the market agents. Finally, the supranational rules are
enforced in a language different than the official language established by the Constitution of BiH,
which creates obstacles for the addressees of the law to reveal the true meaning of the legislative
act and thus to comply with its provisions.

Further uncertainty in the regulation of data protection results also from inappropriate references
to law and to principles of the democratic society (Art. 17). For example, Article 5 prohibits the

di sclosure of speci al categories of data ou
since the principles for protection and processing of such data are an essential element of the
gener al data protection regi meod. Lack of sp

reflect in broadening the liability exposure of all local companies using ICT.

An important issue with respect to the normal functioning of the ICT sector is the proper
regulation of the data transfer regime. The regulation in BiH regarding data transfer abroad does
not seem to provide comprehensive regulation of the issues and is fragmented. LDDP stipulates
only one general rule to forbid data transfers abroad, unless the conditions for data processing
are met and the foreign data processor obeys the same principles of data protection. However,
no procedures or criteria for assessment whether the foreign controller obeys the adequate
principles of data protection are specified. The lack of more detailed regulation may lead to
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unnecessary restriction of data transfers or to opposite result d applying too liberal regime for
data transfers. In order to consider the level of protection adequate and in accordance with the
established EU requirements, proper and clear legal rules should be enforced.

It should be also paid attention to the fact that a licensing regime is introduced with regard to
processing of special categories of data, but at the same time, no requirements exist for
notification of the Commission for the processing of other kinds of personal data. Thus, the only
mechanism to control such kind of processing remains the examination of complaints lodged
with the Commission.

As another weak point in the LPPD could be identified the regulation regarding the technical and
organizational measures for protection and secrecy of the processed data. This is limited to a
proclamation of a general obligation for the data controllers and processors to ensure data
security. Dislike the practices in almost all countries, no particular requirements, standards or
measures are laid down.

Other provisions of LPPD also require amendments, in order to reach clear and effective data
protection legislation.

2.  Privacy and Data Protection in the e-Communications Sector

The development of the information society nowadays faces introduction of new electronic
communications technologies and services. Access to digital fixed line and mobile networks is
available and affordable to a large public. The successful cross-border development of these
services is partly dependent on the confidence that users have by believing that their privacy will
not be at risk. The trust drives people in consuming more e-communications technologies and
services, and this is what leads to further development of the e-communications sector.

The Internet is also overturning traditional market structures by providing a common and global
infrastructure for the delivery of a wide range of electronic communications services. Publicly
available electronic communications services over the Internet open new possibilities for the
users but also create new risks for their personal data and privacy. With this respect in EU e-
communications legal framework specific set of rules concerning privacy and data protection
have been introduced. These rules translate and adapt the general principles for data protection
to the specificities of the e-communications sector. In particular, the regulation of privacy and
data protection in e-communications sector includes requirements with regard to the traffic data,
billing data and location data processing, as well as rules concerning the unsolicited
communications.

The analysis of the current legislation in B&H shows that there is no special regulation regarding
privacy and personal data protection in e-communication sector. In this respect it is advisable
that the ICT business should advocate before the government about swift enforcement of such
specific rules either by amending the Law on Communications or by amending the Law on the
Protection of Personal Data.
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3. Data Processing for Direct Marketing Purposes

A specific issue regarding data protection is the processing of personal data for direct marketing
purposes. The electronic direct marketing becomes more and more popular instrument to
perform commercial activity especially for the area of ICT. Many companies process personal
information concerning their clients in order to offer them new and competitive goods and
services. Furthermore, many companies are specialized in performance of direct marketing
campaigns and services and the processing of personal data for the purposes of direct marketing
Is their main business activity. Often such companies collect personal data from different kind of
sources and then sell the collected databases to third parties.

On the one hand, the processing of personal data for direct marketing purposes and the e-direct
marketing approaches provide numerous opportunities for well targeted and cheap advertisement
of goods and services. On the other hand, such kind of activities may violently intervene into the
personal life of the targeted individual. The persons, whose data are processed for the purposes
of the direct marketing, often react negatively against receiving direct marketing messages,
especially from unknown companies.

With this respect clear and well balanced regulation of data processing for the purposes of direct
marketing is needed for the development of the ICT sector. At this stage, no specific regulation
of protection of personal data with respect to direct marketing has been found in B&H.
Therefore the ICT business should consider initiating an advocacy campaign in enforcement of
particular rules by amending the Law on the Protection of Personal Data.

4. Re-use of Public Sector Information Legislation
4.1. Background

In relation to exercising their public functions, the public sector bodies collect, create, compile,
process and store enormous quantity of information and data. The collection, production and
storage of this information are related to significant investments of financial, human and
technological resources. Furthermore, these resources are actually financed by the state budget.
In this respect, the question for effective use of the economic potential of the public sector
information arises.

Public sector information has an important value for both the public and the private sector.
Governmental bodies base their decisions and policies on the information they collect from
different sources. The information industry also needs raw data in order to provide new value-
added services. Since production and collection of data is very expensive, the business naturally
seeks the most cost-efficient way to obtain raw, but already collected and created data, from
external sources and these other sources are in the public sector, where public bodies have
gathered an enormity of data in the course of the performance of their public tasks.
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Geographic data, road management, city planning, land registration, weather reports, statistic
information concerning the economic or marital status of the citizens, consumption patterns,
addresses, business registers, car registrations, etc. d these are only a small part of the categories
data kept by the public sector bodies, which might be used by the business for the purposes of
targeting their marketing or providing new value-added services. If this information is available
for the re-use by the private sector, then the resources invested in its gathering will be used more
efficiently. Furthermore, new opportunities and stimulus for the development of the information
industry will arise.

4.2. Good Practices

The idea that data held by the public sector should be accessible for citizen is an integral part of
most democratic societies, but the idea that citizens or undertakings should be granted the right
to re-use these data for commercial or non-commercial purposes, has been hardly acceptable.
However, the technological development and the informational industry progress in US have
incited the European Commission to believe that certain instruments for stimulating the
competitiveness of the European information industry were necessary. With this regard at the
EU level a very ambitious directive on the re-use and commercial exploitation of public sector
information, targeting the re-use of data by the private sector in general and the information
industry in particular, was adopted.

The basic principle of the Directive 2003/98/EC of the European Parliament and the Council
of 17 November 2003 on the re-use of public sector information is a general right of re-use:
where the re-use of information held by public sector bodies is allowed, this information shall be
made re-usable for commercial and non-commercial purposes. A double limitation is put on the
right of re-use: on the one side, the right of re-use only concerns information that is available to
the general public under access legislation or commercialized by the public sector itself, and on
the other side the public sector bodies still have the option to allow or disallow the re-use of the
information.

The provisions of the Directive mainly concern the re-use of information by the information
industry for the making of added-value information products and services. The industry in
general is also interested in implementation of this regime & it could define and implement
adequate marketing or business strategies based on the collected information. The re-use is
defined very broadly & it is considered to be use by persons or legal entities of documents held by
public sector bodies, for commercial or non-commercial purposes other than the initial purpose
within the public task for which the documents were produced.

The Directive applies to all information, which is generally accessible, i.e. all information that can
be obtained under national access legislation or that is commercialized by the public sector
bodies.

At the present moment, practically all countries throughout Europe have implemented the
Directive. Some Member-States (Belgium, Bulgaria, the Czech Republic, France, Slovakia,
Slovenia) have introduced changes to already existing pieces of primary legislation, mostly those
on access to public information, while others opted for adoption of new legislative acts

B@IT Issue Paper on ICT Sector Legislation in Bosnia & Herzegovina Page
26



specifically on the re-use of public-sector information, either as primary legislation (Austria,
Denmark, Germany, Spain), or as secondary legislation (Ireland, Luxembourg, United Kingdom).

However, in cases where the Directive has been transposed by amendment of the current
legislation concerning the access to public information, numerous problems related to the
implementation of this regulation arise. As a main problem of this approach should be
underlined the confusion between to different rights & right of access to public information and
right to re-use public sector information, and misunderstanding of the nature and purposes of
these completely different rights. A consequence of this confusion and misunderstanding is an
ineffective implementation of the newly adopted rules and even problems concerning the
implementation of the rules for access to public information.

With regard to the above mentioned, in general, the most sensible approach to implement the
Directive is the reproduction of its terms into a specially designated legal act, either a primary
(such as a Law) or a secondary one (such as Regulations). This will ensure that the rules on the
re-use of PSI are not scattered among numerous legal acts and will prevent the eventual
confusion with the regulation of the access to public information.

4.3. General Overview. Recommendations

The review of the legislation concerning the access and use of information in B&H currently in
force shows that no regulation of the re-use of public sector information currently exists. This
situation practically affects the whole ICT sector, since lack of regulation erects barriers for the
development of the information industry and the provision of value-added information services.
The enormous economic potential of the resources, collected and created by the public bodies in
B&H is not efficiently used. Furthermore, the lack of legal regulation regarding re-use of public
sector information leave the delivery of such kind of information to private sector undertakings
to the own discretion of the respective public bodies and thus creates conditions for non-
transparent and corrupt practices. With this respect, the adoption of appropriate legislation in
correspondence with the EU good practices is highly recommendable and should be a treated
with priority in campaign for improvement of the ICT legislation.

The approaches in this respect are twofold. Either amendment of the current Law for Access to
Public Information following the practices in Bulgaria, Belgium and Czech Republic or to
enforce separate law. The latter approach seems to be more appropriate due to the different
regime of the access to information collected by public bodies.
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V. E-COMMERCE LEGISLATION

1. Provision of Information Society Services Regime

The development of electronic commerce offers significant impact particularly to small and
medium-sized enterprises. It stimulates the economic growth and the investments in innovation
and leads to enhancement of the competitiveness of the industry. Trust in e-commerce and
particularly in provision of information society services is presupposed by adequate regulation.

The review of the current Law on Some Legal Aspect of Electronic Commerce (LLAC) reveals
that it consists of two main parts. The first one regulates the performance, receipt, confirmation
and legal effect of the electronic statements (data messages) and generally follows UNCITRAL
Model Law on Electronic Commerce (1996). The second part concerns the provision of
information society services, includingt he | i mi tation of the

| egal regi me of commer ci al -nukermanadaptedche main
principles and rules of the Directive 2000/31/EC of the European Parliament and of the
Council of 8 June 2000 on certain legal aspects of information society services, in particular
electronic commerce, in the Internal Market (Directive on e-commerce).

The analysis of the LLACOGs provisions
commerce in BiH is to a great extent appropriate and adequate and no need for amendments is
identified.

2. Regulation of Electronic Signatures

In area of regulation of the status of the electronic signatures and the provision of certification
services BiH has made a significant step by enforcing the Law on Electronic Signature (LES).
Presence of a clear regime on recognizing the legal value of electronic signatures promotes legal
security in the use of electronic means of communication for the exchange of electronic
statements and thus opens the door for the development of the electronic commerce and the
provision of e-government services. Therefore the law directly impacts the development of the
ICT business - both the merchants and the state would be willing to provide electronic services
while knowing that the relationships in electronic form will validly come into being and the
authorship of the electronic statements would be legally recognized.

An outstanding achievement of the law is that it explicitly broadens the scope of applicability to
open electronic communications with court and other institutions (Article 2 (2) of LES). The
legal value of the electronic signatures is clearly presented. The law promotes the principle of
freedom for provision of certification services which makes it in line to the modern tendencies
and the current best practices throughout Europe. Interesting and suitable seems the regulation
of provisions time-stamping services and the legal recognition of time-stamps. Adequate
accreditation and supervision schemes are established. Furthermore very liberal regime for
recognition of certificates issued by foreign certification-service-providers is established which
creates favorable preconditions for provision of cross-border services.
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In general the structure of the law follows the one of main sources for the e-signatures
legislations in most of the European countries d the Directive 1999/93/EC of the Community
framework for electronic signatures. The law transposes to a great extent the achievements and
the regime of the electronic signatures as introduced by the said Community act. However, apart
of the irrefutable achievements of the law, some imperfections were identified which could still
create market barriers and could hamper the wide spreading of the PKI technologies.

In the first place lots of questions poses Article 2 (1) of LES. It reads that provisions of the Law
are to be enforced within closed systems that were already defined by agreements, concluded
between known numbers of contractual parties, if such enforcement is agreed. This issue is
hardly acceptable and may create obstacles for provision of cross-border services, particularly
with the EU Member States. The intention of the Directive, being a source for drafting the LES,
Is to regulate the provision of certification services to the public (i.e. regulates the open PKI
model), but has never meant at restricting the value of the qualified electronic signatures for
closed user groups and providing the parties the choice of whether or not to recognized its value.
The equalization of the qualified signature to a handwritten signature (Article 5 (1) of the
Directive) applies to all relations, even when used within closed user groups, without prior
agreement between the parties aimed at recognizing the value of the qualified signature. The
current revision of Article 2 (2) leads to contrary conclusion and thus introduces unnecessary
burden for the parties to always agree on the value of the qualified signature when used within
closed groups. This way the market agent providing e-banking, e-commerce and e-
communication services will be forced to always agree with their customers when communicating
electronically on the value of the qualified signature, and would be thus forced further to prove
this agreement before court to benefit from the usage of qualified electronic signature as an
authentication tool.

Other imperfections reveal some of the interpreting provisions. Signatory, for example, is defined
to be a natural person on whose behalf electronic signature is created or certification service
provided. The signatory, under the Directive, is always a natural person who makes the electronic
statement and is irrelevant whether those statements are made on his own behalf or on behalf of
third persons. Qualified certificate is further defined as a certificate which meets the requirements
stipulated in Article 6 and is issued by a certification-service-provider who fulfils the
requirements stipulated in Article 8. This definition is not quite correct. Under no condition the
value of the qualified certificate may depend on whether or not the certification-service-provider
meets the requirements of Article 8. These requirements could be controlled only by the
supervising body, but not by the signatory or the relying party. Assuming the contrary would
threaten seriously the turnover.

Some provisions exist in the law that would be hardly applicable. For example, Article 21 (1)
provides that the supervisory institution may revoke certificates of a certification-service-provider
or a signatory, or issue an order to the certification-service-provider to revoke its
certificates. While issuing an order is an applicable approach, the direct revocation of certificates
of the certification-service-provider or the signatory upon discretion of the supervisory
institution seem hardly possible, because the latter certificates are kept and listed in the register of
the very certification-service-providers where it is technologically unfeasible entry of data by
other persons then the very providers.
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Unbalanced seem also the burden of the sanction for using signature-creation data of another
person, without acknowledgment of the signatory and his approval (Article 25 (1)). The law
provides imposing a fine of up to KM8000, which does not correspond to the gravity of the act.
Such usage, however, reveals high level of danger for the society since the unfavorable
consequences could be unpredictable for the victim. Thus it should be punished as a criminal act
by severe sanctions like imprisonment.

Some other imperfections were identified (imposing duties for the certification service providers
that they could hardly fulfill - Article 8 (5), placing direct references to European legislation
Article 14 (6), Article 15 (3), vague regime of issuing qualified certificates by the supervisory
institution and keeping registers thereto (Article 20 (4), etc.) which, however, could not impact
seriously the ICT market and the provision of certification services. Therefore it is
recommendable enforcement of amendments to the law but not as a high priority task.

It should be mentioned that the LES itself apart of his qualities could not be implemented
without adequate subsidiary legislative base. Under Article 26 (2) the BiH Council of Ministers
shall enforce regulations implementing the law in six months from the date of the promulgation
of the act in the Official Gazette (i.e. in 2006). No data is available on enforcement of such acts
of secondary legislation which leads to practical inapplicability of the act. Therefore a high
priority and important milestone in the advocacy strategy of the ICT business in BiH should be
swift drafting and enforcement of the acts of the secondary acts envisaged in LES.
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VI. CRIMINAL LEGISLATION

One of the basic pillars in the contemporary society based on rule of law is the presence of
consistent and relevant regulation of those acts, which reveal high level of danger to the social
relations and disrupt the security and the integrity of the society and its members. When speaking
of good environment for development of the ICT business, presence of just and balanced
regulation of the general crimes related to the economy of the country and the particular crimes,
related to the information and communication technologies, brings trust to the ICT companies
and eagerness to perform business activities.

In 2003 BiH has enforced a modern and comprehensive Criminal Code which provides good
level of protection of the social relations related to performing of business activities in BiH, inzer
alia ICT business. At a first glance it appears that some groups of offences are missing like the
crimes related to copyrights and neighboring rights, the offences against the processing of
personal data and others. However, the particularities of the law-drafting techniques in BiH
provide for spreading the criminal regulation in different acts of primary legislation, thus criminal
rules could be found in the Law of Copyrights and Neighboring Rights, in the Law for
Protection of Personal Data, etc.

By reviewing the general rules regulating the offences against the economy and different aspects
of the property rights (Chapters 22, 25, 26, 27, 30, and 31) it could be deducted that those are
relevant well-balanced and provide acceptable level of protection thus create a good base for
development of the business in general.

The development of the ICT business requires regulation of some specific offences which might

hamper the development of the sector. These relate to crimes committed via the Internet and

other computer networks, infringements of copyright, computer-related fraud, violations of

network security and other offences, commonl y knownThesa affencdscarg b e r c r i
either committed against the integrity, availability, and confidentiality of computer systems and
telecommunication networks or they consist of the use of such networks of their services to

commit traditional offences.

Chapter 32 of the Criminal Code ofchiaH call
Processing Systemo holds relevant rules to
reiterates and transposes fairly well the rules of the Convention on Cybercrimes adopted by the

Committee of Ministers of the Council of Europe at its 109th Session (8 November 2001).

Despite of revealing some deviations to the original text of the Convention on Cybercrimes, the
cybercrimes section of the Criminal Code establishes adequate protection of the social relations
involving information and communication technologies. Since the companies of the ICT sector
are most of all exposed to risks of cybercrimes, the presence of the protective regime of Chapter
32 creates trust and security necessary for conducting ICT business thus impacts positively on
the development of the sector.
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VIl. COPYRIGHTS LEGISLATION

1. Background

The protection of the intellectual property rights proves to be a crucial issue regarding the
development of the ICT sector. Since a substantial part of the valuable products of the ICT
sector (software products, electronic databases, content services, inventions in ICT, trademarks
of ICT products and services, etc.) are objects of intellectual property, the lack of adequate legal
protection might hold back the development of ICT sector, could further cause significant
damages for the undertakings in this sector and might finally result in investment decrease. The
lack of adequate protection of the intellectual property rights over computer programs, for
example, may de-motivate the undertakings in the software sector to orient their business efforts
to other kind of activities. The creative effort, which provides a basis for investment in new
products and services, is worth undertaking only if works and other matters are adequately
protected by copyright and neighboring rights in the digital environment.

The intensive development of the information and communication technologies, the cross-
border nature of Internet, and the enormous economic potential in the software and electronic
databases require new legislative regulation. The traditional legislative instruments for intellectual
property protection are not appropriate for the new realities of the information age.

2. Good Practices

With regard to the implementation of good practices related to the intellectual property
protection, the current EU legal framework should be noted as far as it holds fair regulation of
technological developments in area of copyrights. This framework is introduced in almost all
members states, thus could be used as a good reference point and base for the development of
the BiH legislation. Moreover, the harmonization of the BiH legislation concerning intellectual
property protection with the European legislation will be an appropriate approach in view of the
accession of BiH to EU.

The EU legal framework concerning the protection of intellectual property protection includes
the following main legislative instruments:

x  Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001
on the harmonization of certain aspects of copyright and related rights in the information
society;

x  Council Directive 93/98/EEC of 29 October 1993 harmonizing the term of protection
of copyright and certain related rights;

x  Directive 2001/84/EC of the European Parliament and of the Council of 27 September
2001 on the resale right for the benefit of the author of an original work of art.

x  Council Directive 92/100/EEC of 19 November 1992 on rental right and lending right
and on certain rights related to copyright in the field of intellectual property
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x  Council Directive 93/83/EEC of 27 September 1993 on the coordination of certain rules
concerning copyright and rights related to copyright applicable to satellite broadcasting
and cable retransmission;

x  Directive 96/9/EC of the European Parliament and the Council of 11 March 1996 on
the legal protection of databases;

x  European Parliament and Council Directive 98/84/EC of 20 November 1998 on the
legal protection of services based on, or consisting of, conditional access;

x  Council Directive 91/250/EEC of 14 May 1991 on the legal protection of computer
programs;

x  Commission Recommendation 2005/737/EC of 18 May 2005 on collective cross-border
management of copyright and related rights for legitimate online music services;

x  Council Directive 87/54/EEC of 16 December 1986 on the legal protection of
topographies of semiconductor products;

x  Council Regulation (EC) No 40/94 of 20 December 1993 on the Community trade mark;

x European Parliament and Council Directive 98/44/EC of 6 July 1998 on the legal
protection of biotechnological inventions;

x  Council Directive 89/104/EEC of 21 December 1988 to approximate the laws of the
Member States relating to trademarks;

x  Directive 98/71/EC of the European Parliament and of the Council of 13 October 1998
on the legal protection of designs;

x  Directive 2004/48/EC of the European Parliament and of the Council of 29 April 2004
on the of intellectual property rights, etc.

In particular, regarding the development of the ICT sector as most important should be
mentioned the legislation concerning the protection of copyrights in the information society, the
protection of computer programs and the legal protection of the databases.

Another crucial issue with respect to the intellectual property protection, especially in the ICT
sector, is the practical implementation of the legislative instruments presently in force. The
intellectual property protection legislation, taken alone, without the determined political will of
the state to fight against piracy and all kind of violation of the intellectual property rights over
computer programs, databases and other kind of online accessible content, may stay declarative
and inapplicable good wish. As an example, the recent developments in Bulgaria may be noted.
During the last 15 years the protection of the intellectual property rights in ICT sector was more
than ineffective. Pirate versions of any kind of software products, music, movies and other
information resources have been widely offered, sold or made available in other ways on the
Bulgarian market and in the Bulgarian Internet space. Due to the pre-accession process and to
the international pressure over the Bulgarian government the fight against intellectual property
piracy, in particular against such kind of infringements in ICT sector, has been determined to be
of key priority. Specialized departments at the structures of the Bulgarian Ministry of Interior
have been established and serious actions and campaigns have been carried out against the
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persons violating the intellectual property rights. Furthermore, the officials of these departments
have been well trained with respect to the improvement of their technical knowledge and skills.
Although numerous problems still exist, evident results from the efforts of the Bulgarian
government and from the intolerance against such infringements are already in place.

3. General Overview

Currently two legislative acts regulate the main aspect of the intellectual property protection in
BiH. The Law on Industrial Property regulates the acquisition, the contents and the protection of
the patents, product and service trademarks, industrial designs and marks of origin. The
copyrights and neighboring rights are subject to regulation of the Law on Copyrights and
Neighboring Rights (LCNR). Since the first act does not seem to hold serious imperfections,
emphasis will be put on the second law.

According to LCNR, an author's work shall be considered an individual intellectual creation in
the literary, scientific or artistic field or in any other field of creation, regardless of the kind,
method or form of expression thereof, unless otherwise defined by law. The following, in
particular, is considered authors' works:

a) written works (books, brochures, literary texts, articles and other writings and computer
programs);

b) spoken works (lectures, speeches and other works of the same nature);

c) collectionsof aut horsd®é works such as encycl opedi
of music, collections of photography and the like, as well as databases either machine
readable or any other kind, which, by virtue of the selection and arrangement of their
contents, constitute individual i ntell ect
(Art. 6 and Art. 7 of LCNR).

With this regard, as a general positive point should be noted the fact that the most important for
the ICT sector objects of copyrights are subject to protection of the current legislation in BiH. At
the same time, however, in LCNR the law-maker has adopted an unusual approach for defining
the objects of protection on the base of the way of their objectification (written and spoken
works). This problem could lead to serious problems in implementation of the law and will be
addressed herein under. Further problems were indentified in the regime or regulation of some
of the copyrighted works. The key ones will be also identified.

4. Specific Notes

In spite of the fact that LCNR is a modern law covering many aspects of the copyright
protection, as already mentioned, some issues regarding the protection of the computer programs
and databases does not seem to be adequate and may hinder the protection of these groups of
intellectual property products.

In the first place, LCNR uses numerous specific terms includin g o comput er progt
odat abased, the me aproparlygThelack ofvelean defititions reay cauget d e f i
serious problems with respect to the implementation of the protection, provided for by the law.
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No enough certainty exist when given work shall be considered a computer program, nor it is
apparent what kind of compil ati ondCNRant
thus their producer will benefit from the protection stipulated in the law.

As mentioned, the law binds the copyrighted work existence to the objective appearance (written
and spoken works). This concept is unknown to the legal theory and it seems inappropriate and
inapplicable to the new realms of the information and communication technologies. The
software is set of machine-readable instructions and as such they are rarely reproduced in a
written form, nor could be easily expressed in speech so that they could benefit from the
objective criterion set forth by the law. The intellectual creations must be protected regardless of
the method and the form of their expression. Moreover the said regime could give raise to tax
affects, since the software itself shall not be considered and taxed as an intellectual property
product but rather as material goods. Obviously the regime should be reconsidered.

I n the second pl ac e LCNRstipulates thd the bdekaup cpy df the
program may be made only on a hard disk. Obviously, the purpose of this provision is to prevent
piracy and dissemination of computer programs on CDs, DVDs and other kinds of media.
However, this rule may affect more substantially the conscientious users since it restrict their
options to operate the available technologies and facilities only to secure protection of piracy. In
fact, the solution does not seem adequate. To give an example 0 the hard disk to store the back-
up copy might be accessible on a server, which allows public access and unimpeded downloads
of the backed-up computer program from an unlimited number of users. With this regard, it is
recommendable restrictions regarding back-up copies of computer programs to be directed to
the number of copies rather to the media where copies are stored.

In the third place, the analysis of LCNR shows that some specific rules concerning the computer
programs exist (Art. 26, 27, 28, 37, 52 and others), but the regulation could be significantly
i mproved and suppl emented. The current
symbolical and incomplete.

5. Recommendations

Considering the above, amendments to the regime established by LCNR for protection of
computer programs and databases have to be introduced.

Amendment of the current legislation by implementing as a good practice the current EU legal
framework seems an appropriate approach. In this respect any of the copyright laws of the EU
member states could be reviewed and used as a reference model, of course, adapted to the
national realities and law-drafting traditions.
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VIIl. SPECIAL BODY TO IMPLEMENT GOVERNMENT ICT POLICY

Successful implementation of the Government strategy and the Action plan and the successful
enforcement of the legislation in the area of ICT require a special government body. Such a body
shall be empowered to enforce the state policy and to consistently co-ordinate the measures and
projects aimed at development of the ICT business in the country.

A draft law for establishing such an authority has been drafted in BiH. It envisages the
incorporation of an Agency for the Information Society. The issue was broadly debated by the
Council of Ministers of BiH for a long time before it was forwarded into the Parliament. The
Agency is seen to be an administrative body staying in the administrative hierarchy under the
Council of Ministers and having the following powers: implementation of Policy, Strategy and
Action Plan for the development of information society in BiH; preparation, implementation and
promotion of the ICT policy and ICT regulation; preparation of treaties, agreements and other
acts in the field of ICT; develop relations with international organizations in the field of ICT;
preparation and drafting of strategic and planning documents in the field of ICT; administration
of the Internet state domain; standardization of the hardware and software in e-government. It
should be envisaged that the Director of the Agency being an administrative body shall not be
entitled to impose administrative sanctions.

Although it is plausible the idea of creating a special government administration to promote the
policy and speed up the development of information society and thus create better conditions for
the development of ICT industry in BiH, the good practices in the European countries show that
establishing a governmental body of such a rank does not always lead to passable results and
substantial effects to the ICT sector development. This comes due to the fact that the
implementation of e-government projects, organizing procurement for hardware and software
systems, education of state officers and implementation of other projects related to ICT in the
different ministries still remains an untouchable domain of the respective ministers in charge,
unless strong and consistent political will to support the activity of the Agency as a state body is
present. The practice in other countries shows that inconsistent, contradictory and inappropriate
solutions are many times implemented in the respective domains, which makes the effectiveness
of presence of a clear ICT policy and an action plan arguable. Without a strong body armed with
powers to co-ordinate the implementation of the different project and policies of the other state
administrations, a high risk exist that each of the administrations and its subsidiaries will turn into
oases, where particular solutions are implemented inconsistent with the directions of the ICT
policies and action plans.

1.  First Scenario - Strong Central Body with Rank of a Minister

A strong government ICT policy requires a single central body having a rank of a minister or any
body of a same rank that would have reliable administration to support the implementation, the
coordination and the control on the implementation of the state policy in the field ICT in an
effective way, to have a full control on its own budget and to have strong executive powers to
implement reforms. Following the good practices in countries like Austria, Romania, Czech
Republic, Denmark, Malta, Germany, and others, such a body could be a minister (of the
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information and communication technologies/information society/information) or similar,
supported by respective administration - ministry.

Any distribution of competences between different authorities of same rank, or lack of strong
powers within one government body always lead to unsatisfactory results, lack of coordination
and ineffective means of implementing adequate measures. The situation in other countries like
Slovenia, Bulgaria, Lithuania and others shows slowing down of the processes of reforms and
erection of administrative barriers in promoting the ICT policy thus in the development of the
ICT business environment.

The good practices show that further to the competences already envisages in the Draft Law for
the Agency for the Information Society, a strong body in charge should poses following
competences:

In the area of information technologies (general competences)
1. to implement the government investment policy in the area of the information technologies;

2. to co-ordinate the overall activity of the other administrative bodies in implementing
international strategies and initiatives in the area of the information society;

3. to represent the country before international organization in the areas of the information
technologies;

4. to allocate and supervise the spending of the allotted at the state budget financial means for the
development of the information technologies;

5. to manage the raising and spending of means for supporting the development of the
information technologies;

6. to approve investment programs and projects depending on the priorities set forth in the
government strategies in the area of the information technologies;

7. to decide on the setting up particular communication infrastructures for e-government
purposes;

8. to organize efficient and lawful management of resources from different international funds
for ICT development;

9. to be a single contact point for the international co-ordination in the area of e-commerce and
ICT.

In the area of e-government:
10. to develop strategies and programs for implementation of the electronic government;

11. to coordinate the activity of the bodies of the executive power and their administrations for
the rendering of e-government services and the use of electronic signatures;
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12. to coordinate and account the fulfillment of the strategies and the programs on electronic
government;

13. to propose investment programs for computerization of the state administration at all levels;
14. to implement the coordination for observing the laws for access to public information;

15. to organize efficient and lawful management of resources from international funding sources
for the e-government development;

16. to organize the training of employees in area of e-government.

On the basis and in fulfillment of its duties and within the framework of the conceded authorities
the body should be empowered to issue respective by-laws (regulations, ordinances, instructions
and orders) holding the dynamic regulation of the relations in charge.

The good European practices show that the existence of body of such competences would
guarantee extremely effective communication between the ICT business and the Government.
On one hand the business and the state body could set different instruments for a dialogue like
regular meetings, consultative councils with representatives of the business to consult the body in
implementing the state policy, opportunities for taking effective measures in overcoming
different gaps and problems identified in the ICT sector, etc. Moreover the ICT business would
be in a position to propose easily different project that would impact in a favorable way the
society and could effectively lobby on swift changes in the state ICT policies to adapt to the
international and the local developments. The existence of such a body would also elaborate on
exploring different opportunities public-private partnerships to the benefit both for the ICT
business and the State.

Considering the above it is highly advisable that the advocacy strategy of BAIT should focus on
lobbying by all means and persuading the government to reconsider the structure of the
ministries and establish new ministry in charge of implementation of the government policy in
the ICT and e-government domains.

2. Second Scenario - Central Bodies of Lower Rank

Establishment of a ministry or a body of same rank is not an easy task. It has different political
dimensions and substantial financial effects to the budget of the country. Therefore, should
following the most favorable for the ICT business scenario prove to be unrealistic for the time
being, there should be considered the opportunity of exploring the option for continuing the
advocacy campaign in persuading the Government to proceed forward with swiftly passing the
Law for the Agency for the Information Society.

In such a scenario, nonetheless less effective for the ICT business in the country, there should be
explored to fullest all opportunities for establishing good dialogue and instruments for
communication with the impeding Agency as identified supra.

The good practices in Romania and Bulgaria show that such a scenario would be vital if strong
understanding, support and firm government will in the face of the Council of Ministers and the
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Prime Minister exist to implement the ICT strategy of the country. To achieve this, the ICT
business in the country should follow a strategy, whereby BAIT should initiate and implement a
consistent and purposive campaign to raise the importance of the development of the ICT sector
for the prosperity of BiH, to organize multiple conferences, seminars and workshops dedicated
to different aspects of the ICT developments and organize meetings between the ICT business
and the Government aiming at lobbying the idea of making the development of the ICT sector a
policy of high priority for the country. The above measures and events should be supported by
adequate media campaign.

A very useful and effective instrument for achieving the above goals proves to be establishing of
consultative public-private body (ICT Council) under the umbrella of the Council of Ministers
consisting of the key ministers and the representatives of the ICT business (such councils are
established in Austria, Bulgaria, Denmark, Malta and other countries). The CoM is entitled to
establish such a body under Article 6 of the Law on Ministries and Other Bodies of
Administration of Bosnia and Herzegovina. Creation of body of a kind would contribute towards
the successful implementation of the Strategy for the Development of the Information Society
even without creation, or, until the establishment, of the Agency for the Information Society
takes place.

B@IT Issue Paper on ICT Sector Legislation in Bosnia & Herzegovina Page
39



IX. FINAL CONCLUSIONS AND RECOMMENDATIONS

The present Issue Paper aims at analyzing the existing ICT legislation in BiH. It is meant to serve
BAIT as a base for implementation of an advocacy strategy on development of the ICT sector
legislation in the country to create favorable environment for the development of the ICT sector.
This final chapter summarizes the deductions made during the course of the above analysis and
synthesizes the recommendation on changes to the ICT sector legislation.

1. General Conclusions

The general conclusion of the analysis of the legislation regulating relations in the area of the
information and communication technologies in BiH shows that the current state of art of the
laws still does not create enough consistent and favorable environment for the development of
the ICT sector in the country.

It should be recognized that the country has walked a long way and has introduced many laws
regulating ICT issues. Some of these laws are modern and implement different models or good
practices established in Europe. Such laws are inter alia the Law on Some Legal Aspect of
Electronic Commerce, the Law on Electronic Signature, the Criminal Code and others. Most of
these laws are well drafted and do not necessitate substantial and immediate improvements.

Other laws, despite of being adopted during the past five years, reveal lots of imperfections or
establish inappropriate regulatory regime and require immediate amendments. As such laws could
be mentioned the Law on Communications, the Law on Copyright and Neighboring Rights and
the Law on the Protection of Personal Data. The vague or inadequate regime of these laws might
affect seriously the development of the ICT business.

In the third place it was identified lack of relevant legislation to regulate important issues
necessary to the development of the sector. Such issues are: lack of protection of personal data in
e-communications sector, lack of acts regulating e-government and its complexity, lack of
regulation of re-use of public sector information rights, lack of regulation of the right to use
personal data for direct marketing purposes, lack of laws establishing adequate authority (-ies) to
consistently implement the government policy in area of ICT, lack of e-procurement legislation,
etc. Enforcement of such laws will create adequate legal environment for the development of
various ICT relations, thus would contribute towards quick development of the ICT sector.

Some legislative instruments might evolve and provide more favorable regime for the ICT
business in BiH. These refer to amendments of the tax legislation, establishing of public-private
body at the Council of Ministers to implement the state policy in area of ICT, amendments to the
accounting legislation, etc.

Considering the above it becomes apparent that apart of the notable achievements, the legislation
still needs serious improvements and further development. The forthcoming sections synthesize
the main recommendations for the development of the ICT legislation that could create more
favorable environment for ICT business in the country.

B@IT Issue Paper on ICT Sector Legislation in Bosnia & Herzegovina Page
40



A crucial problem related to the ICT legislation is its practical implementation. Due to the
complexity of the issue, a whole section is dedicated to the problems of the practical
implementation.

2. Recommendations in Respect to E-communications Legislation

Implementation of the acguis® 2 BUD fBamework on e-communications in BiH is highly
recommended. This approach would facilitate the international e-communications between BiH
and the EU Member States and would facilitate the integration of the country into the EU.
Considering the significant differences between the old and the new EU framework, as well as
the some inappropriate legislative practices used in the Law on Communications presently in
force, the best way for effecting the necessary change in the relevant legislation is the adoption of
a new Electronic Communications Law.

The new e-communications framework will establish certainty in the relations regarding the e-
communication industry which will encourage the investments in the sector and will finally lead
to its growth.

Introduction of the general authorization regime will strongly stimulate entering of new providers
on the e-communications market even without implementing the acg#is6 2 0 0 2

3. Recommendations in Respect to E-government Legislation

Adoption of legislative acts of highest rank to regulate the e-government would be an efficient
approach to overcome the internal resistance in the administration and to shorten the term of the
administrative reform in BiH. Such a measure could be the adoption of a special Electronic
Governance Act (EGA) and certain acts of secondary implementing legislation.

EGA should regulate the conditions and the order for the compulsory character of the provision
of electronic services by state bodies and organizations providing public services to citizens and
businesses, the compulsory character of the principle 8 once the data have been submitted by a
citizen, they shall be used repeatedly by all concerned authorities ex officio, the compulsory
character of observing standards in creating, storage, processing and exchange of information
among various state bodies and organizations and the conditions for access in electronic way to
the information stored in the information systems of the state authorities and the organizations
providing public services.

Such an act should create the necessary basis and prerequisite for interoperable exchange of
electronic documents and provision of administrative services to citizens in electronic way. The
act should regulate three groups of relationships: relations for the provision of administrative
services to the citizens in electronic way; relations with respect to the internal exchange of
information and documents, simultaneous flow of paper and electronic documents, assignment
of tasks thereof, storage and archiving of electronic documents; and relations with respect to the
automated exchange of electronic documents between the administrative bodies.

The dynamic character of some of the relations in implementation of e-government legislation
should be taken into consideration. Thus acts of secondary legislation, easily amendable, should
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encompass all rules and criteria for information security or established requirements for using
special standards for interoperability. Using particular interfaces for provision of e-government
services should be also regulated by ordinances. Same approach could be followed in regulating
the lifecycle of electronic and paper-based documents in the administrations & their receipt,
assigning tasks thereof, supervising tasks, creating documents, electronic signing, sending,
storage, etc.

All security requirements, standards and measures for reaching security should be defined by law
o preferably by a special act of secondary legislation. Elaboration of an integrated environment
for electronic documents exchange could be also regulated on a secondary level.

To achieve success in implementation of e-Government reform, it is of utmost importance
assigning a special government body with powers to perform overall control over all
administrative bodies on fulfillment of the requirements set forth by the law.

4. Recommendations in Respect to Information Legislation

The personal data protection legislation reveals serious imperfections that could impact the ICT
sector and the integration of the country into the EU. Substantial amendments to the current
legislation are needed.

Special regulation regarding privacy and personal data protection in e-communication sector
should be enforced since such is not present at the moment. In this respect it is advisable that the
ICT business advocate before the government about swift enforcement of such specific rules
either by amending the Law on Communications or by amending the Law on the Protection of
Personal Data.

In area of regulation of information clear and well balanced regulation of data processing for the
purposes of direct marketing is necessary for the development of the ICT sector. At this stage,
no specific regulation of protection of personal data with respect to direct marketing exist in
B&H. Therefore the ICT business should consider initiating an advocacy campaign in
enforcement of particular rules by amending the Law on the Protection of Personal Data.

The legal framework regulating re-use of information drives the information industry for
providing added-value information products and services, as well as the industry in general, for
defining and implementing effective marketing or business strategies. With this respect, the
adoption of appropriate legislation in correspondence with the EU good practices is highly
recommendable and should be a treated with priority in campaign for improvement of the ICT
legislation. The approaches in this respect are twofold. Either amendment of the current Law for
Access to Public Information or to enforce separate law. The latter approach seems to be more
appropriate due to the different regime of the access to information collected by public bodies.

5. Recommendations in Respect to E-commerce Legislation

Currently the legislation in BiH regulating the provision of information society services
implements to an acceptable extent the EU legislation in area of e-commerce, and no serious
imperfections in the transposing act are identified. Thus no substantial changes are necessary.
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The regulation of e-signatures in BiH on a primary level seems adequate and sufficient for the
development of the e-signatures market. Some imperfections are present in the law, which do not
impact seriously the ICT market and the provision of certification services. Therefore it is
recommendable enforcement of amendments to rectify those imperfections but not as a high
priority task. A serious problem, however, rests in lack of adequate subsidiary legislative base
needed for the implementation of the law. Without such a rule the law will remain stillborn and
useless normative act. Therefore a high priority and important milestone in the advocacy strategy
of the ICT business in BiH should be the request for swift drafting and enforcement of the acts
of the secondary legislation envisaged in LES.

6. Recommendations in Respect to Criminal Legislation

The Criminal Code presently in force, together with the other acts of primary legislation holding
rules regulating different criminal offences establish good level of protection of the social
relations related to performing of business activities in BiH, inter alia ICT business.

The general rules regulating the offences against the economy and different aspects of the
property rights are relevant well-balanced and provide acceptable level of protection thus create a
good base for development of the business in general.

The Criminal Code holds also relevant rules to regulate commitment of cybercrimes. The
respective section of the Criminal Code reiterates and transposes fairly well the rules of the
Convention on Cybercrimes. Despite of revealing some deviations to the original text of the
Convention, the national rules of the BiH legislation establish adequate protection of the social
relations involving information and communication technologies. Since the companies of the
ICT sector are most of all exposed to risks of cybercrimes, the presence of the protective regime
of Chapter 32 creates trust and security necessary for conducting ICT business thus impacts
positively on the development of the sector. For the time being no amendments are necessary,
but in the long run it is recommendable improving the regulation.

7. Recommendations in Respect to Copyrights Legislation

Amendments to the regime established by the Law on Copyrights and Neighboring Rights for
protection of computer programs and databases are necessary. The amendments should resolve
the identified problems in defining the objects of protection, lack of clear definition of software
program and database, improvement of the general concept of copyrighted works, revision of the
rights to copy in respect to computer programs and strengthening of the protection regime of
databases. Implementing as a good practice the current EU legal framework is an advisable
approach. In this respect any of the copyright of the legislations of the EU member states could
be reviewed and used as a reference model, of course, adapted to the national realities and law-
drafting traditions.

8. Recommendations in Respect to Public Bodies to Implement ICT Policies

Successful implementation of the Government strategy and the Action plan and the successful
enforcement of the legislation in the area of ICT require a special government body. Such a body
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shall be empowered to enforce the state policy and to consistently co-ordinate the measures and
projects aimed at development of the ICT business in the country.

It is highly advisable that the advocacy strategy of BAIT should focus on lobbying by all means
and persuading the government to reconsider the structure of the ministries and establish new
ministry in charge of implementation of the government policy in the ICT and e-government
domains.

The good European practices show that the existence of body of such competences would
guarantee extremely effective communication between the ICT business and the Government.
On one hand the business and the state body could set different instruments for a dialogue like
regular meetings, consultative councils with representatives of the business to consult the body in
implementing the state policy, opportunities for taking effective measures in overcoming
different gaps and problems identified in the ICT sector, etc. Moreover the ICT business would
be in a position to propose easily different project that would impact in a favorable way the
society and could effectively lobby on swift changes in the state ICT policies to adapt to the
international and the local developments. The existence of such a body would also elaborate on
exploring different opportunities public-private partnerships to the benefit both for the ICT
business and the State.

Should this approach prove to be unrealistic for the time being, there should be considered the
opportunity of continuing the advocacy campaign in persuading the Government to proceed
forward with passing the Law for the Agency for the Information Society.

Third option could be identified in establishing of consultative public-private body - an ICT
Council 0 at the Council of Ministers consisting of the key ministers and the representatives of
the ICT business under Article 6 of the Law on Ministries and Other Bodies of Administration
of Bosnia and Herzegovina. Creation of body of a kind would contribute towards the successful
implementation of the Strategy for the Development of the Information Society even without
creation, or, until the establishment, of the Agency for the Information Society takes place.

9. Recommendations in Respect to Development of Other Laws

Besides the adoption of an appropriate and business-friendly ICT legislation, the development of
the legislation in other legal areas may also positively impact the ICT sector. In this respect
several priorities could be identified.

9.1. Development of the Tax Legislation

The implementation of appropriate tax concessions like smaller taxes for selling software
products or providing information society services will seriously stimulate the development of
ICT sector and would attract direct foreign investments in the country. Good practices in
countries like Ireland, India and Singapore show that such an approach not only positively
impacts the national ICT industry, but in the long run creates steady pillar for the development
of the national economy.
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Application of appropriate amortization policy regarding software products is another very useful
and practical instrument to stimulate the local companies in making investments in software
products. In Bulgaria, for example, acquiring software products is treated as an amortizable asset
and the allowance for depreciation is up to 50% per year (i.e. in correspondence with the rapid
loss of value of such kind of products). Same depreciation rate is applicable to computers and
other hardware. When speaking of depreciation, it is of utmost importance presence of clear legal
regime allowing treatment of software programs and databases as lasting tangible assets. The
available information shows that such a regime is not consistently applied by the tax authorities
in BiH which requires amendments of the tax legislation and introducing clear rules in this
respect.

As an interesting approach for stimulating the local software industry and keeping the national
potential of bright software developers in the country is applying taxation relief on the personal
income @ in Romania, for example, the tax over the salaries of the software developers is 0%.

9.2. Development of E-Invoicing Regulation

E-invoicing means an electronic transfer of invoicing information (billing and payment) between
business partners (supplier and buyer). It is an essential part of an efficient financial supply chain
and it links the internal processes of enterprises to the payment systems. The implementation of
e-invoicing is related to significant saving for the business, especially for the companies of the
ICT sector. The estimated savings for EU if the European initiative for e-invoicing is successfully
implemented will be around EUR 64,5 billion per year. Furthermore, e-invoicing appropriately
fits to the specific needs of the ICT sector. Finally, the electronic transfer of invoicing
information directly refers to rise of the use of e-signatures, PKI services and solutions and other
information society services, since they are necessary for its performance.

9.3. Development of E-Procurements Regime

The use of information technology in relation to the performance of the public procurement
procedures appropriately can contribute towards the reducing of costs, improving the efficiency
and removing barriers to trade, which will ultimately result in savings for taxpayers. The
implementation of e-procurement in practice will have an additional benefit for the ICT sector.
The direct effects from the development of e-procurement are related to the development of the
software industry (development of e-procurement software applications for the State),
information technologies market (delivery of equipment), communication services (provision of
needed Internet connection), certification services (use of e-signatures for the purposes of the e-
procurement procedures; provision of PKI solutions), etc. Development of the legislation in this
respect is needed.

10. Recommendations in Respect to Implementation of the Legislation

Many forums on ICT in BiH identify the lack of its practical implementation of the ICT
legislation as one of the key and general problems for the ICT sector. Effective implementation
of ICT laws is a very difficult question to analyze and may depend on various and complex
factors in the different countries.
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Sometimes it might depend of lack of administrative body with clearly identified authority and
power to implement the state policy. This would be valid for implementation of e-government
laws, e-procurement laws, e-communications laws and others, regulating mostly administrative
relationships. Lack of strong administrative body hampers the implementation of the laws
because of lack of authority to execute and supervise different groups of relationships within the
society, already regulated by law. This way the development of the sector is slowed down. The
situation is highly relevant for the current situation in BiH.

Other times lack of practical implementation might depend on the level of development of the

ICT sector and the level of penetration of the information and communication technologies.

This would be normally the case with the implementation of the e-commerce and e-signatures

laws. Such laws many times regulate relations between equal persons, i.e. civil or commercial
relationships. Since the | egal regul ati on
relationships arise and usually come to a situation where one of the parties would require
protection from the state to defend its rights. Lack of mass-usage of computers and good access

to Internet leads to small number of relationships, thus to far smaller number of legal disputes

arisen which would require state-organized protection.

On the third place, the implementation of ICT laws might depend on inactivity of right-holders
to protect their interests by using the protection offered by the ICT laws. These would be the
cases in implementation of copyright laws, consumer protection laws, trademark laws etc. In
these cases the market agents expect for the state to take lead in protection of their interests
while the enforcement of the law fully depend on exercising of their rights.

The situation in BiH is complex and does not depend on one of the above reasons only. It
requires complex approach and taking measures in all directions. Most of these measures do not
refer to implementation or amendment of the current laws but rather on having state policy
where protection of ICT is a priority, spreading of knowledge between the market agents,
education of state officers, magistrates, police officers, etc.

The key for overcoming the problems of lack of practical implementation rests in elaborating
clear strategy and consistent action plan of BAIT. This strategy and plan should encompass the
expected developments and result is all aspects of the ICT sector development 0 legislation to be
enforced, educational measures to be taken, state strategy, policy and action plan to be amended,
media coverage to be effected, financial resources to be secured, etc. This way BAIT would turn
to be a driving force not only for the development of the ICT legislation improvements but also
for the elaboration and implementation of the state policy in area of ICT, thus for the
development of the whole ICT sector.
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X. APPENDIX: CASE STUDY
DEVELOPMENT OF ICT SECTOR LEGISLATION IN BULGARIA

1. Background

The development of the ICT sector legislation in Bulgaria is closely related to the process of
accession of the countryt o t he European Union and -t he fu
accession commitments. With respect to the harmonization of the Bulgarian national legislation

with the EU legislation, many new legislative acts in the field of ICT have been adopted. The

process of modernization and harmonization of the Bulgarian legislation in this respect took long

time and was accompanied by different kinds of problems and obstacles (for example, lack of

enough lawyers with ICT background in this field, lack of experience regarding transposition of

EU legislative instruments, adaptation of the Bulgarian legal system specifics to the new terms

and legal institutes of the EU legislation, etc). In fact this process is still ongoing.

However, not only the obligations stemming out of the pre-accession commitments drove
Bulgarian government to swiftly implement ICT legislation. Clear understanding on the strategic
importance of the information and communication technologies for the development of the
country and clear political will that presence of adequate ICT legislation is a key prerequisite for
giving stimulus for the ICT sector growth, were the most important factors that made possible
effective implementation of the ICT legislation and the development of the sector. Therefore,
Bulgaria could be pointed out as a good practice and case study country to demonstrate how
enforcement of relevant ICT legislation impacted the development of the ICT sector.

The process for enactment of such legislation surmounted different barriers and difficulties.
These were connected to reach understanding by the key political leaders that elaboration of
adequate ICT legal base and thus creation of favorable investment environment in area of ICT is
of utmost importance for the economy of the country. The ICT sector organizations invested
lots of efforts to lobby, campaign, and bring forth knowledge during the process of educating
and convincing the policymakers to embrace the idea on protection of the ICT sector. Many
conferences, seminars and talks between the state and the ICT business organizations took place.
Once the message reached the intended addressees the process was substantially facilitated.

Since the scope of regulation of significant part of the transposed EU rules in the field of ICT
law have been completely new and unknown for the Bulgarian legal system, the adoption of
respective national laws has been preceded, on the first place, by elaboration of detailed analysis
of the EU legislation and the good practices of the EU Member-States regarding its
implementation. For example, comprehensive reports concerning the development of the e-
commerce, e-communications, e-government, e-health and re-use of public sector information
legislation have been prepared by the Bulgarian Center for the Law of Information and
Communication Technologies and have been provided to the attention of the Bulgarian
government. These reports contained particular recommendations on how the respective EU
legislation should be transposed into the Bulgarian legislation. Furthermore, many draft laws have
been particularly analyzed before their adoption in view of their correspondence to the EU
legislation. Some of the laws regulating different aspects of the relations in the ICT sector have
been subject to additional amendments and supplementation in order to achieve full
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correspondence with the EU directives and to overcome certain specific problems, arising during
the course of their implementation.

As already mentioned, crucial for the development of the ICT sector legislation in Bulgaria was
the presence of a political will of the Bulgarian government during last years. In order to fulfill all
pre-accession commitments and to carry out successful reform in the public administration, a
number of political documents concerning the development of ICT sector legislation were
adopted. As most important, the following could be mentioned:

x National Program for Information Society Development in Republic of Bulgaria was
adopted. This document rules that introduction of modern information and
communication technologies in the governance and the establishment of transparent and
clear legal and regulatory framework for the provision of the services of the information
society to the citizens and the business should be considered priority of the government.

x e-Government Strategy and Action plan for its implementation were enacted. They aimed
at outlining the strategic goals and mechanisms of process management for the correct
building of a system for provision of administrative services to the citizens and the
businesses. The document was developed as a part of the complex of measures to
strengthen the capacity of the public service, included in the Strategy for modernization
of public administration & from accession to integration, in the context of the priorities,
formulated by the National Strate gy f or accel eration of neg
accession to the European Union. Actually, the Strategy outlines the transition from the
traditional administrative model to the provision of integrated administrative services to
the citizens and the business by using information technologies.

x  E-healthcare Strategy and Action plan for its implementation was enacted to outline the
priority aims for the development of e-Healthcare in Bulgaria.

2. Institutional Building

The lack of effective reform and development in ICT sector till 2005 was found to rest in lack of
special administrative body to implement the government strategies and policies for development
of the ICT sector. Before this moment Bulgaria had Ministry of Transport and Communications
as the only state body having competences related to ICT, particularly to communications sector
only. No other bodies had the authority to implement policies in area of information
technologies or in the area of e-government. Therefore one of the first acts of the present
government was to grant clear competences to three Bulgarian state authorities d to the
Chairperson of the State Agency for Information Technologies and Communications (SAITC),
to the Communications Regulation Commission (CRC), and to the Minister of the State
Administration and Administrative Reform.

x  Chairperson of the State Agency for Information Technologies and Communications
(SAITC)

The Chairperson of SAITC is a specialized executive authority in charge of
implementing the state policy in the field of e-communications and information society.
The powers of the Chairperson of SAITC include: preparing and submitting to the
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Bulgarian Council of Ministers policies and strategies in the field of the e-
communications and policies, strategies and programs in the field of the information
society, drafting secondary legislation in these fields, representing Bulgaria in
international organizations in these fields, supporting the development and the
introduction of standards, technical requirements and specifications, related to e-
communications and information society, carrying out inter-institutional coordination in
the course of preparation and submission of draft legislation in the field of e-
communications and information society, etc.

x  Communications Regulation Commission (CRC)

CRC is a specialized and independent Bulgarian state authority. CRC performs functions
related to the regulation and control of carrying out e-communications services and of
providing certification services related to the e-signatures.

x  Minister of the State Administration and Administrative Reform

The Minister is empowered to draft strategies and programs concerning e-government,
to coordinate the activities of the state bodies and their administrations regarding the
provision of e- services and the use of e-signatures, to coordinate the implementation of
the e-Government Strategy and to propose investment programs for computerization of
the state administration.

The establishment of state authorities with clearly defined competences in the field of ICT
affected essentially the development of the ICT sector in Bulgaria. For the past three years
Bulgaria is witnessing well-focused, effective and competent implementation of the state
strategies and policies. Number of national key projects were initiated, the law-making process in
view of drafting ICT legislation was well coordinated and well-managed, many public-private
partnerships for implementation of projects and initiatives in ICT have been implemented and
the most difficult, but crucial for the ICT sector reform task was effectively initiated - the
practical implementation of the e-government policy.

3. Development of the ICT Sector Legislation
3.1. E-documents and E-signatures Legislation

At the beginning of 2000s the electronic documents and the electronic signatures have not been
subject to legal regulation. For this reason, the conclusion of contracts by electronic means and
the use of e-documents and e-signatures have not been considered enough secure. For this
reason the ICT business had been suffering, since no necessary level of trust in electronic world
existed in the society and the usage of electronic services both in the private and the government
sector for number of years has been neglected. Thus the Government enacted particular
legislation to regulate the validity of the e-documents and the e-signatures.

The Bulgarian Electronic Document and Electronic Signature Act (EDESA) was adopted in
2001 and has been in force since October 6th, 2001. EDESA consists of two main parts. The
first one regulates the performance, receipt, confirmation and legal effect of the electronic
statements (data messages) and generally follows UNCITRAL Model Law on Electronic
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Commerce (1996). The second part concerns the use of e-signatures and the provision of
certification services and generally transposes the requirements of Directive 1999/93/EC of the
European Parliament and of the Council of 13 December 1999 on a Community framework for
electronic signatures. EDESA has been subject to several amendments aiming full transposition
of the EU Directive. However, the EDESA provisions still need revision in order to achieve full
correspondence with the requirements of EU legislation, as well as in order to overcome some
confusions and misunderstandings of the regulation of e-signatures and e-documents. With this
regard, at the present moment a working group consisting of representatives of CRC, Center for
the Law of ICT and all registered Bulgarian certification-service-providers drafts Law for
Amendment and Supplementation of EDESA.

Despite some gaps and imperfections of the current EDESA, its adoption affected positively the
whole ICT business. It firstly created the base for the development of certification services
related to electronic signatures. Many companies invested in PKI, a number of premier banks
nowadays develop online banking solutions using external PKI services, the citizens use e-
government services, etc. All this comes to be a fact due to several simple reasons & trust in
electronic signatures and electronic document exists and thus eagerness of the companies to
invest in ICT solutions and the Government to develop e-government services is present.

3.2. E-commerce Legislation

The development of the electronic business for many years was facing difficulties because of lack
of relevant legal rules to regulate the provision of information society services and the liability of
their providers, the regime of the unsolicited commercial communications, the regime of
provision of information for the purposes of provision of electronic services, etc. Thus
contradictory court practice emerged when disputes involving above issues was brought to court.
In such an environment the market agents were not motivated to invest in provision of
information society services. With this respect a need of adequate legislation, regulating the
electronic commerce, was identified by the Government and the Bulgarian Electronic Commerce
Act (ECA), which implements the provisions of the EU Directive 2000/31/EC, was enforced on
December 24th, 2006. This legislative act fully corresponds to the requirements of the EU
Directive on e-commerce. With respect to the implementation of its provision a series of
amendments in other legislative acts, including the Consumer Protection Act, the Personal Data
Protection Act, the Copyrights and Related Rights Act, etc., were adopted.

The results came up shortly - progressive growth of the Bulgarian e-commerce sector, new online
shops, numerous web-hosting service providers, user-friendly Internet portals, digital TV and
many other information society services are currently available on the Bulgarian market.

3.3. E-Communications Legislation

Only a few years ago the competition on the Bulgarian telecommunications market was
struggling from the factual monopoly of the Bulgarian incumbent over the fixed telephone
networks and services. Furthermore one only GSM mobile operator was operational on the
mar ket t hat ti me. Due to the discriminatory
services of the alternative operators were non-competitive and the development of the sector was
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at a standstill. With this regard the necessity of adequate legislation, which introduces principles
of transparency, equality of rights, and liberalization of the market was identified.

The Bulgarian Telecommunication Act (2003-2007), implementing partially the old EU
Regulatory Framework, has been abolished by the new Bulgarian Electronic Communications
Act, which is in force as of January 2008. The E-Communications Act transposes the new EU
Regulatory Framework (acquis 2002), as well as Directive 2006/24/EC of the European
Parliament and of the Council of 15 March 2006 on the retention of data generated or processed
in connection with the provision of publicly available electronic communications services or of
public communications networks and amending Directive 2002/58/EC. It is worthy mentioning
that the drafting process of the new E-Communications Act took more than 3 years and it was
amended two times after its adoption.

Due to the substantial change in the legislative base, the telecommunications sector in Bulgaria
gathers strength and the number of the participants on the market progressively increases.
Numerous alternative operators provide their services on the market and several mobile
operators are operational. Prices are going down to reasonable and affordable rates, more
services are offered including more value-added services; number portability is available on the
market; more technologies are present and offered to the market like WiMax and WiFi;
broadband Internet is available at very low prices. In view of GDP, the communications sector
has tripled its growth for the last two years.

3.4. Copyrights Legislation

The copyrights protection, including computer programs and databases is subject to regulation
by the Bulgarian Copyrights and Neighboring Rights Act (CRNA) which is in force as of August
1st, 1993. CRNA was amended and supplemented many times, but as one of the most
considerable amendments should be noted the one, which introduced adoption of particular and
clear provisions for protection of the intellectual property rights over computer programs and
databases. In this aspect the CRNA transposes the requirements of the Council Directive
91/250/EEC of 14 May 1991 on the legal protection of computer programs, Directive 96/9/EC
of the European Parliament and of the Council of 11 March 1996 on the legal protection of
databases and Directive 2001/29/EC of the European Parliament and of the Council of 22 May
2001 on the harmonization of certain aspects of copyright and related rights in the information
society. Furthermore, in Bulgaria as an EU Member-State the EU Regulation 3295/94 and
Regulation 1383/2003 are also in force and apply with regard to the protection of the intellectual
property rights. CRNA provides for special rules concerning the origin of the intellectual
property rights over computer programs and databases, the scope of the right of use of such
products, as well as stipulates special requirements regarding the protection of the technical
means for protection.

During the past 15 years the protection of the intellectual property rights in ICT sector was more
than ineffective. Pirate versions of any kind of software products, music, movies and other
information resources have been widely offered, sold or made available in other ways on the
Bulgarian market and in the Bulgarian Internet web space. Nowadays one could hardly find
pirated copyrighted software, music or movies on Bulgarian servers accessible on Internet. All
operators and organizations co-operate to the state authorities in charge of fighting the piracy.
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Needless to say this comes due to the adoption of the abovementioned legislation and, of course,
the intolerance of the Bulgarian government against such infringements.

3.5. Personal Data Protection Legislation

The Bulgarian Personal Data Protection Act (PDPA), in force as of January 2002, has been
amended several times in order to implement all provisions of the Directive 95/46/EC.
Nowadays it might be concluded that PDPA fully corresponds to the applicable EU
requirements. The regulation of the privacy and data protection in the e-communications sector
has been introduced in the new E-Communications Act.

Thanks to the adoption of adequate personal data protection legislation and to the accession of
the Republic of Bulgaria in EU, however, the transfer of such kind of data from Bulgaria to other
EU states and from other EU states to Bulgaria is nowadays significantly facilitated. Moreover,
substantial change and adaptation of all information systems employed for processing personal
data used by all market agents takes place. Both the State and the businesses are very careful in
processing personal data, especially when it refers to sensitive data. Since the most substantial
issue refers to collection of data by electronic means and in view of provision of information
society services, the presence of clear rules increased the trust in this services which directly
affected the willingness of the market agents to allocate more direct investments in ICT
businesses.

3.6. Re-use of Public Sector Information Legislation

The regulation concerning the re-use of public sector information is very new and is introduced
in the Access to the Public Information Act. The adoption of the provisions concerning the re-
use of public sector information has been accompanied by serious social opposition due to
confusion between the regime of re-use and the general right to access to public information.
These processes are coming to indicate that the regulation of the re-use of public sector
information in a separate legislative act may be a better law-making decision. However, the
current Access to the Public Information Act precisely implements all requirements of the
Directive 2003/98/EC and establishes an appropriate, transparent and non-discriminative regime
for re-use of public sector information. Although this legislation is very new, the existing in the
past non-transparent practices for re-use of public sector information have been eliminated and
competitive and non-discriminatory rules for re-use of the economical potential of this
information by the Bulgarian information industry have been established.

Presence of clear rules granting the citizen the right to use data already collected by the state and
to provide value added services resulted in availability nowadays in many providers of such
services 0 GPS providers, weather forecast providers, providers of digital maps, providers of
comprehensive law and court case databases d most of them of among the ICT business.

3.7. E-governance Legislation

In May 2007 the Bulgarian National Assembly has adopted the Bulgarian E-Governance Act
(EGA), which will enter in force on June 13", 2008. EGA regulates the activity of the
administrative bodies in their work with electronic documents, the provision of administrative
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services in electronic way and the exchange of electronic documents between the administrative
bodies. For providing high quality services to citizens, the act extends its applicability also to the
persons exercising public functions and to the organizations providing public services.

EGA is a revolutionary act, aiming to reform radically the activity of the administrative
authorities and to contribute for the improvement of the activity of the administrative bodies by
introducing the use of information and communication technologies in their activity and turning
the administration entirely in favour of the citizens. This reform is impossible without a complete
re-engineering of all administrative processes in the administration and changing the basic
principles for the work of the administration.

In order to implement this reform, EGA regulates three main groups of relations, in particular:

x  relations for the provision of administrative services to the citizens in electronic way;

x relations with respect to the internal exchange of information and documents,
simultaneous flow of paper and electronic documents, assignment of tasks thereof,
storage and archiving of electronic documents, etc., and

x relations with respect to the so called automated exchange of electronic documents
between the administrative bodies.

To achieve its basic aims, EGA introduces three key principles:

x  Principle of the single data collection and creation, prohibiting the administrative bodies,
the persons with public functions and the organizations proving public services to require
from persons the submission or the evidencing of already collected or created data,
respectively the submission of documents, which have been already collected or created
by another administrative body.

x  Principle of official notification, which refers to the obligation of the administrative body,
which has first created/collected data about a particular citizen ( 0t h e
admi ni str at o ex®fficio to tach admiristrative liody, @amson with public
functions and organization providing public services, which, pursuant to a law, also keep
such data and which have expressed its willingness to receive them.

% Principle of automated transfer, which obligates all administrations to transfer data to
each other by electronic way.

The implementation of EGA will vastly increase the use of certification services and the number
of the public procurement for hardware, software and Internet connection supply of the state
authorities.

3.8. Criminal Legislation

The development of the ICT business requires regulation of some specific offences which might
hamper the development of the sector. With this respect,in2002anew chapt er
was introduced in the Bulgarian Penal Code, which determines as crimes certain malicious
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actions related to unauthorized access to computer data or actions against the normal functioning
of the information systems.

Furthermore, following numerous amendments, particular provisions concerning commitment of
crimes by using information and communication technologies were also adopted. This legislation
is very new, but first court cases and verdicts are already present. Many initiatives and operations
of the Bulgarian cybercrime authorities lead to successful imprisonment of persons which were
freely using before the ICT in misappropriate way. The presence of clear rules undoubtedly
provides favorable environment of the ICT business d a fact recognized and welcomed by all
branch organizations of the Bulgarian ICT business.

3.9. E-evidences Legislation

The Bulgarian procedural legislation faces a process of substantial reform to achieve an
effectively functioning and transparent judicial system. With this regard new Penal Procedural
Code (2006), new Civil Procedural Code (2008) and new Administrative Procedural Code (2006)
have been adopted. All these legislative acts stipulate certain special rules concerning the
collection, disclosure and admission of the electronic evidences. The development of regulation
in this area is still ongoing.

In this regard the Bulgarian legislator took into account many controversial cases faced in the
past in view of providing electronic proofs of evidence. Since the material law regulates and
provides for legal recognition of electronic documents, electronic signatures, electronic contracts,
electronic processing of personal data, provision of electronic government services, etc.,
enforcement of relevant procedural legislation was a necessary step in creating trust and
confidence in the electronic means of communication when used by the market agents in
entering into legally recognized relationships. It is evident that this trust opens the doors for
creation of e-justice solutions and affects the development whole ICT business.

3.10. E-procurement Legislation

The transposition of the Public Procurement EU Directives and the e-Procurement Directives
(Directive 2004/17/EC of the European Parliament and of the Council of 31 March 2004
coordinating the procurement procedures of entities operating in the water, energy, transport and
postal services sectors and Directive 2004/18/EC of the European Parliament and of the
Council of 31 March 2004 on the coordination of procedures for the award of public works
contracts, public supply contracts and public service contracts) was a condition for the EU
membership of the Republic of Bulgaria. The act currently in force is the new Public
Procurement Act (PPA) from 2004. The rules implemented in the PPA are elaborated on
secondary legislative acts. The e-Procurement Directives were transposed in the Bulgarian legal
framework through its amendment from May 2006. This amendment entered into force a few
mounts later on July 1%, 2006.

The amended legislative act settles several services in relation to the public procurement that
could be provided in electronic way:
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x e-notification - submission of notification from the contracting authority by electronic
means;

x e-tendering 0 placing an offer by electronic means;
x electronic auction; and
x dynamic purchasing system.

Although the introduction of e-procurement legislation affects all sectors of the economy and
not only the ICT sector, it creates favorable options for penetration and eagerness of the market
agents to use information technologies since the public procurement process becomes more
transparent, swift and effective. The effect for the ICT business in Bulgaria is of indirect nature.

3.11. E-invoicing Legislation

The current Accountancy Act, which is in force as of January 2002, allows for issuance of
financial documents, including invoices, in electronic form in conformity with the requirements
of EDESA. However, the e-invoicing in Bulgaria is still not well developed due to the
conservative attitude of the society and the existence of certain problems regarding the reporting
of such kind of electronic financial documents. In particular, the occasional use of e-invoices is
related to the not-well developed implementation of the electronic payments. However, the
adoption of the above mentioned legislation dealt with one of the most serious problems in the
Bulgarian ICT sector & the impossibility to account expenses for which an e-invoice from foreign
business partner is issued. This problematic situation in Bulgaria is presently surmounted by
adoption of the said laws.

3.12. E-Payment Legislation

For a long time the development of the e-commerce sector in Bulgaria was in a standstill due to
problems related to legal regulation of electronic payments. Because of lack of any regulation of
this issue, the use of electronic payments was practically banned. Furthermore, because of this,
the relationships with the international market have been seriously embarrassed. In 2005 the need
of regulation of the electronic payments regime was finally identified by the Government to be
essential for the development of the ICT sector. Thus respective law was adopted.

The main legislative act, which regulates the regime of e-payments in Bulgaria and transposes
Directiv e 2 00 0/ 4 6LAWRO Money Bransterfy Electronic Payment Instruments and
Payments Systems. This law provides rules regulating the e-payment instruments and the
emission of e-money. At this stage, one most popular way of e-payment is the payment though
the use of e-banking services. However, usage of e-money and widespread usage of credit cards
payment through Internet is nowadays a reality. The existence of comparatively adequate
legislation regulating the e-payments has created favorable environment for using the entire
variety of e-payments methods. New e-payment services are offered on the market and the e-
commerce sector get use of them quickly. Presently one could hardly find a bank which to not
provide e-banking services. Most of the firms choose to pay the salaries of their employees
electronically, mobile payments have been integrated by several service providers, the state
accepts payment of state duties electronically. The existence of clear legislation regulating e-
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payments affected the whole market but it particularly influenced the development of the ICT
sector, since the increased demand for e-payment solutions has created huge demand for
qualified ICT experts in this area and has brought a new challenge for the development of the
ICT business.
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